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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUG 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RCS 109: INTRODUCTION TO COMPUTER SYSTEMS
DATE: 16TH AUGUST 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


Section A: Compulsory (30 marks)
QUESTION ONE
a)  Differentiate the three categories of system software using relevant examples. (6 marks)
b) Describe the considerations and trade-offs involved in choosing between cloud storage solutions and on-premises storage for university data management.		(6 marks)
c) Explain any three common types of malwares that can affect computer systems (6 marks)
d) Using a basic e-commerce website as an example, explain how an online transaction is processed from the user placing an order to receiving a confirmation. 		(8 marks)
e) Illustrate how the concept of virtualization can benefit Riara University.	(4 marks)

SECTION B: SECTION B (OPTIONAL 2 OUT OF 4)
QUESTION TWO (20 MARKS)
a) Explain the following basic concepts in information security. 			(6 marks)
i. Multi-factor authentication (MFA)
ii. Cipher Text
iii. DDOS						
b) Describe how Riara University may use the following to enhance their network security.  												(6 marks)
i. Firewall
ii. Intrusion Detection System (IDS)
iii. Virtual Private Network (VPN).			
c) Outline any four security threats that Riara University may face on their information systems.												(8 marks)	
QUESTION THREE (20 MARKS)
a) Riara University has a computer lab with 50 desktop computers used by students for various academic activities, including programming, graphic design, and data analysis. The IT department has received several complaints from students about the slow performance of these computers, which is affecting their productivity. The IT manager has decided to implement several measures to enhance the performance of the lab’s computers.
i. Illustrate how upgrading the RAM and replacing HDDs with SSDs can enhance the performance of the computers.					(6 marks)
ii. Describe three approaches of software optimization in improving computer performance that they can implement.				(6 marks)
b) Using examples explain the role of firmware in computer systems, highlighting how it 
interacts with hardware.							(8 marks)

QUESTION FOUR (20 MARKS)
a) DISCUSS two ways in which computing professionals can promote ethical behavior in the development and use of technology.						(6 marks)	
b) Describe three potential ethical dilemmas faced by software developers and how they can be resolved.									(6 marks)
c) Outline any four software licenses and state their key features		 (8 marks)

QUESTION FIVE (20 MARKS)
a) [bookmark: _GoBack]Explain any three future trends in computing and their potential impacts on technology and society.							 	(6 marks)	
b) ABC Company is a multinational corporation that operates multiple e-commerce websites catering to various regions worldwide. The company is evaluating different types of web servers to enhance performance and scalability across its platforms. Describe three types of web servers ABC Company could consider for its e-commerce platforms.									(6 marks)
c) Describe the role of routers and switches in managing data transmission within LANs, WANs, and MANs.							(8 marks)							
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