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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARRY/APRIL 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 436:  INFORMATION SECURITY
DATE: 13TH AUGUST 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


QUESTION ONE
a) Define the following terms as used in social computing:
i) Security.                                                                                         [2Marks
ii) Risk identification.                                                                         [2Marks]

b) A company has fired one of its senior staff after an incident that they claimed was an accident, but where the director’s suspected malice. The company’s auditors have suggested a review of the company’s systems to mitigate ‘the insider threat’, and your advice has been sought. The directors want to be able to assure the shareholders that they are taking all reasonable steps to limit the damage that staff could do to affect the company’s share price, whether accidentally or otherwise. Your analysis of their records reveals among other things, an outdated security program, sabotage by employees, lack of security awareness training and lack of management commitment. 

i. Explain to management what a security program is.                                             [2Marks]
ii. Discuss with the management FIVE reasons why their security program may have        become outdated.                                                                                         [10 Marks]
iii. Demonstrate your understanding of a security awareness training.                    [2Marks]
iv. Give FOUR reasons as to why a security awareness training is important.        
[8Marks]
v. Convince management TWO reasons why they need to be committed to a security program.                                                                                                                          [4Marks]
QUESTION TWO
a) In general, all access control approaches rely on four mechanisms, which represent the four fundamental functions of access control systems. Describe FOUR mechanisms.              
[8Marks]
b) Information security performs four important functions for an organization. These functions must put the business needs first. Discuss the FOUR important functions.                       
[8Marks]
c) Explain two reasons why organizations must have a security program in place.           
         [4Marks]                   
QUESTION THREE
a) Discuss the THREE major components of risk management.                                  [6Marks]
b) Analyze the responsibilities of Communities of interest in risk management for information security.                                                                                                                         [8Marks]
c) Discuss THREE general causes of unethical and illegal behaviour which eventually compromise security.                                                                                                                         [6Marks]

QUESTION FOUR
a) Explain FOUR disadvantages of involving law enforcement agencies when handling security incidences in an organization.                                                                  [6Marks]                  
b) Information systems are exposed to several vulnerabilities. Illustrate FOUR factors that may cause/introduce computer network vulnerabilities.                                                          [8Marks]                                                                                                     
c) Discuss FOUR assets that should be protected in information security.                           [6Marks]

QUESTION FIVE
a) Evaluate THREE measures that an organization can put in place to Deter Unethical and Illegal Behavior.                                                                                                                           [6Marks]
b) [bookmark: _GoBack]Discuss FOUR outcomes of the Information security governance goals.                        [8Marks]
c) Describe FOUR forms of Biometrics commonly used with access control systems.                       
         [6Marks]                                                                                                                    
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