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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTMBER/DECEMBER 2021/2022 FOR BACHELOR IN BUSINESS INFORMATION TECHNOLOGY / COMPUTER SCIENCE
RCS 436: INFORMATION SECURITY
DATE:	TIME: 2 HOURS

GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during reading time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room and NOT on your person.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.

SECTION A: COMPULSARY (30 MARKS)
Question One
A. Explain CIA triad and its importance in information security.		(6 marks)
B. Differentiate:									(4 marks)
a. Encryption and Hashing
b. IPS and IDS
C. Define the following: 								(5 marks)
a) [bookmark: _GoBack]PKI
b) Vulnerability
c) Exploits
d) Threat
e) Exposure			
D. Using examples outline any four types of attacks in information security.	(8 marks)
E. Information Security Officers may welcome regulatory bodies establishing policy, such as certain countries' Privacy Acts that mandate the protection of personal data, and which makes security investments compulsory in related areas. Why may such an approach be ineffective in the long run?					(4 marks)
F. Why is it important to have a limited crypto-period for keys? Give at least three reasons.										( 3 marks)
SECTION B: ANSWER ANY TWO QUESTIONS (40 MARKS)
Question Two
1. Define the term ‘incident response’ as used in information security.		(2 marks)
2. Outline four purposes of incident response using an example in each case.(8 marks)
3. “Much of Incident Response will depend on your Security Policy.” Explain the above statement.									(4 marks)
4. As an information security consultant, how would you assist an organization to answer the following question? i.e explain using relevant examples 		(6 marks)
How much data do you have to protect?.

Question Three
1. Outline three differences between the classical and  the modern encryption techniques
(6 marks)
2. Explain the following techniques that work together with modern encryption.
(6 marks)
a) Hash functions
b) Message Authentication Codes (MAC)
c) Digital Signatures
3. Differentiate the three types of encryption algorithms.			(6 marks)
4. Explain any two types of malware.						(2 marks)

Question Four
1. Why is the management of cryptographic keys such an important issue? 	(2 marks)
2. Outline four main issues a key management system must deal with.		(4  marks)
3. Public-key infrastructure (PKI) consists of components working together. Explain any three components.								(6 marks)
4. Explain two benefits of information classifications? 				(4 marks)
5. What types of information should be reviewed for classifications?		( 2 marks)
6. Explain the benefit of using an Information Security blueprint? 		( 2 marks)

Question Five	
1. Explain the role of computer forensics in information Security.		( 4 marks)
2. Outline why information security is Information Security is an integrated combination of various components/processes.						(6 marks)
3. Explain the difference between the following information security approaches to mitigate risk of incidents from the human aspect. Knowledge sharing (ISKS) vs Information security collaboration (ISC).					(2 marks)
4. What are the two types of information security requirements?  Describe each using  a relevant example 								( 4 marks)
5. Explain the four supporting elements of information security policy implementation?
(4 marks)
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