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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2025/2026
DIPLOMA IN CYBER SECURITY

DICS 6217: WEB SECURITY

DATE: 15TH APRIL	TIME: 2 HOURS
[bookmark: _GoBack]
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


SECTION A (COMPULSORY)

QUESTION ONE COMPULSORY (30 MARKS)
a) Define the following terms in the context of web security.			(4 Marks)
i. HTTPS
ii. URL Filtering
b) The OWASP Top 10 List is a standard awareness document for developers and web security specialists. Write the acronym OWASP in full and state why the list is updated periodically.									(4 Marks)
c) Describe FOUR common HTTP status codes.				(8 Marks)
d) Explain the THREE pillars of the CIA Triad as they apply to a banking website.												(6 Marks)
e) Analyze FOUR tools commonly used by security professionals for vulnerability scanning or penetration testing.								(4 Marks)
f) Discuss the role of a Digital Certificate in securing the transport layer of a web application.										(4 Marks)

SECTION B (ANSWER ANY 2 QUESTIONS)
QUESTION 2
a) Explain THREE common threats to web security.				(3 Marks)
b) SQL Injection (SQLi) remains one of the most dangerous web attacks.
i. Describe how an SQL injection attack is performed.			(4 Marks)
ii. Provide TWO strategies to prevent SQL injection attacks.		(4 Marks)
c) Discuss the concept of Broken Access Control.				(4 Marks)

QUESTION 3
a) [bookmark: _Hlk222915284]Threat modeling is the process of identifying security threats and vulnerabilities in a system, determining the potential impact of those threats, and figuring out how to mitigate or eliminate them. State FIVE key concepts in threat modelling.		(5 Marks)
b) Discuss the steps of the threat modeling process.				(10 Marks)

QUESTION 4
a) Explain the following HTTP request methods.				(8 Marks)
i. GET
ii. HEAD
iii. POST
iv. PUT
b) Describe the security risks associated with using third-party JavaScript libraries on a website.									(2 Marks)
b) Analyze TWO client-side security threats.					(5 Marks)

QUESTION 5
a) As a junior systems administrator at a growing tech company, your work involves setting up user accounts for new employees.
i. Explain the principle of least privilege.				(2 Marks)
ii. Describe how you would apply the principle of least privilege when setting up a database user for a web application.					(3 Marks)
b) [bookmark: _Hlk222920652]Evaluate THREE common threats to server-side security.			(6 Marks)
c) Explain why security by obscurity is regarded as an insufficient security strategy on its own.										(4 Marks)
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