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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2021/2022 FOR DIPLOMA IN ETHICAL HACKING
RES022 DESKTOP AND SERVER SECURITY

DATE: 7th DECEMBER, 2021	TIME: 2 HOURS


GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination period.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
1. Keep your phone(s) switched off at the front of the examination room.
1. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
1. ALWAYS show your working.
1. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
1. Write your REGISTRATION No. clearly on the answer booklet(s).
1. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them. 
1. DO NOT use your PHONE as a CALCULATOR.
1. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
1. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



[bookmark: _GoBack]SECTION A (30 MARKS)

QUESTION ONE (COMPULSORY)

a) Define the following terms 							(10 Marks)
i) Vulnerability
ii) Exploit
iii) Buffer Overflow
iv) Trojan Horse
v) Back/Trap Doors 
b) State the capabilities of network analysers	 				(5 Marks) 
c) Describe some of security misconceptions 					(6 Marks)
d) What are Common programming errors that cause security flaws. 		(5 Marks)
e) What is the difference between worm and virus? 				(4 Marks)


SECTION B (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (20 Marks)

a) List and explain the basic types of account on windows.			(6 Marks)
b) State and explain any three (3) security architecture components 		(6 Marks)
c) State some of system security configurations that must be configured on windows.            												(3 Marks)
d) How can data be protected in Windows 7 operating system? 			(4 Marks)


QUESTION THREE (20 Marks)

a) State the effects of unauthorized applications and explain how W7 solution may provide remedy 									(10 Marks)
b) Explain the function of UAG and state its benefits 				(7 Marks )
c) State three 3 criteria that secure program must enforce 			(3Marks)


QUESTION FOUR  (20 Marks)

a) Explain the function of registry and its structure. 				(15 Marks)
b) State five(5) features of  ‘Protected Mode Internet Explorer’ that Microsoft uses to handle secure lockdown 								(5 Marks)

QUESTION FIVE  (20 Marks)

a) State and explain counter measures taken to secure SAM file 		(12 Marks)
b) Discuss any two (2) scenarios that an exploit is majorly manifested.	(8 Marks)
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