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EXAMINATION FOR JANUARY/APRIL 2024/2025 DIPLOMA IN
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RCS 035: BUSINESS INFORMATION TECHNOLOGY SYSTEMS SECURITY, LAW & GOVERNANCE
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GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)

QUESTION ONE (30 MARKS)
a) Define information security and state its primary objectives. 		(5 Marks) 
b) List the key elements of the CIA Triad and explain their importance.	(6 Marks)
c) Differentiate between vulnerability and threat in the context of cyber security.												(5 Marks)
d) Describe the difference between risk assessment and risk mitigation.	(4 Marks)
e) Explain how encryption helps in ensuring the confidentiality and integrity of data.												(4 Marks)
f) Identify and discuss THREE challenges organizations are likely to face in achieving effective information systems security.					(6 Marks)

SECTION B (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (15 MARKS)
a) Discuss the role of governance, risk, and compliance in information systems security.											(10 Marks)
b) Describe the steps to conduct a risk assessment for a small e-commerce business.												(5 Marks)

QUESTION THREE (15 MARKS)
a) Discuss how effective incident response planning can contribute to minimizing the impact of a cyber-attack.							(10 Marks)
b) A company has experienced a data breach due to weak access controls. Describe the steps the company should take to improve its security posture?			(5 Marks)

QUESTION FOUR (15 MARKS)
a) Define a security policy.							(1 Mark)
b) Describe FIVE groups of people involved in the development of a security policy.												(10 Marks)
c) Differentiate between individual security policies and comprehensive security policies and give an advantage and a disadvantage of each.				(4 Marks)

QUESTION FIVE (15 MARKS)
a) Outline FOUR critical organizational functions that are performed by information security.									(4 Marks)
b) In a survey conducted by the Crime Scene Investigation team in collaboration with the Federal Bureau of Investigation, 90% of organizations responding detected computer security breaches within the year of study. However, only 34 % of the reported their attacks to law enforcement officers. Citing an example, provide an argument that clearly explains this scenario.								(3 Marks)
c) Describe each of the following attacks.					(8 Marks)
i). Mail-bombing
ii). Sniffers
iii). Social Engineering
iv). Man-in-the-Middle
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Page 3 of 3
image1.jpeg
Riaraly

University




