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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMEBR/DECEMBER 2024/2025 FOR DIPLOMA IN CYBER SECURITY/DIPLOMA IN ETHICAL HACKING

RES 028: PROTECTION FROM CYBER ATTACKS 


DATE: 11TH DECEMBER 2024		TIME: 2 HOURS


GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination period.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them. 
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A (COMPULSORY)
QUESTION ONE (30 Marks)
a) Differentiate between a threat and an attack in the context of cybersecurity, highlighting the key distinctions 								      (4 Marks)
b) [bookmark: _GoBack]Your organization's network experiences a sudden slowdown in performance, and suspicious files are found on several computers. Explain how you would investigate the possibility of a malware infection, and the actions you would take to contain and remove the malware		  					                                 (6 Marks)
c) Explain the workings of a Denial of Service (DoS) attack, including its underlying principles and techniques used to disrupt or disable a targeted system's availability					                                                                                                      (4 Marks)
d) Describe the concept and mechanism of a buffer overflow attack, outlining how it occurs and the potential consequences it poses to the security of a targeted system     (4 Marks)
e) Identify and explain the primary objective of a rootkit and discuss its implications for the security of a compromised system.	      				                    (4 Marks) 
f) A particular database threat utilizes a SQL injection technique to penetrate a target system. How would an attacker use this technique to compromise a database  (3 Marks)
g) Provide an explanation of a phishing attack, using a specific example to illustrate its methodology and the potential risks it poses to individuals or organizations and how the risk can be mitigated.                                   				                    (5 Marks)

SECTION B: (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (20 Marks)
a) Your organization has received reports from employees experiencing frequent disconnections and slow internet speeds when connected to the company’s Wi-Fi network. Upon investigation, you suspect an evil twin attack. 
i. Describe the steps you would take to confirm the presence of an evil twin    (4 Marks)
ii. Outline the countermeasures you would implement to protect the network and its users											       (4 Marks)
b) You have recently joined TechSolutions Inc., a company specializing in software development and IT consulting, as a cybersecurity analyst. Given the increasing threats posed by malware to businesses like TechSolutions Inc., your task is to educate your colleagues on the nature of malware and implement effective strategies to safeguard the organization’s assets.
i)  Define malware and provide a comprehensive explanation, including relevant examples, to illustrate its nature and potential impact on computer systems.                                 									      	 	      (6 Marks)                            
ii) Describe various countermeasures and best practices that individuals or organizations can employ to protect against malware threats.         	      (6 Marks)	                                  

QUESTION THREE (20 Marks)

a) During a routine network monitoring session, your team notices that one of your servers is experiencing intermittent crashes and unusual network traffic. You suspect a Ping of Death attack. 
i. State FOUR solutions you would take to diagnose the issue to confirm the presence of the Ping of Death                   					                   (4 Marks)
ii. Implement protective measures to safeguard your network against such attacks in the future.							                               (2 Marks)
b) During a security audit, you observe that one of your organization's web servers is becoming unresponsive during peak business hours. Further investigation reveals an unusually high number of half-open TCP connections.
i. Explain how a SYN Flood attack could be causing this issue by exploiting the TCP/IP handshake process. Include an explanation of how the attack works and its impact on the server. 							       (4 Marks)
ii. Suggest any TWO mitigation strategies that could be implemented to protect the server from this type of attack in the future. 				       (2 Marks)
c) A series of failed login attempts have been detected on one of your organization's critical systems, followed by a successful unauthorized access. You suspect either a brute-force or a dictionary-based attack was used to gain entry.
i. Compare and contrast brute-force attacks and dictionary-based attacks, explaining how each could have been employed to breach the system.				       (4 Marks)
ii. Describe the measures you would implement to detect and protect against these types of attacks in the future.								       (4 Marks)

QUESTION FOUR (20 Marks)

a) Outline and categorize various types of threats and attacks commonly encountered in the realm of cybersecurity. Provide brief explanations and examples for each type, highlighting their potential impact and associated risks			      (8 Marks)
b) You are the network security analyst for a large financial institution, tasked with protecting the organization from various cyber threats. Recently, there have been reports of Smurf attacks targeting financial institutions, causing significant disruptions.
i)  Using a diagram, illustrate and explain the workings of a Smurf attack	      (4 Marks)
ii) Describe the purpose and the impact caused by this form of attack              (4  Marks)
iii) Explain the countermeasures that can be employed to mitigate the effects of such an attack 		     			     			                                (4  Marks)

QUESTION FIVE (20 Marks)
a) Your company has recently fallen victim to a successful social engineering attack that led to the compromise of sensitive employee information. As the head of cybersecurity, you are tasked with investigating the breach and educating the staff on the different types of social engineering attacks.
i. Describe the any THREE types of social engineering attacks that may have been used to compromise your company’s information						       (6 Marks)
ii. Discuss the techniques typically employed in these attacks and outline the potential consequences they could have for both the individuals targeted and the organization as a whole. 										                               (4 Marks)
b) A competitor company claims to have access to your organization's confidential documents and is threatening to release them unless a ransom is paid. Explain how would you investigate the breach, negotiate with the attacker, and prevent similar incidents in the future.							                    		                    (4 Marks)	
c) Your organization has noticed unusual activity, where sensitive information such as passwords and financial data is being accessed by unauthorized parties. You suspect that a sniffer attack may be the cause.
i. Explain how a sniffer attack operates, detailing the methods attackers use to intercept and analyze network traffic.								       (4 Marks)
ii. Demonstrate using a command on how you would detect sniffer attacks on your network to safeguard sensitive information. 							       (2 Marks)
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