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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2025 FOR DIPLOMA IN DIPLOMA IN INFORMATION AND CYBER SECURITY 
COURSE CODE: RES 030                                                                 COURSE: CYBER LAWS

DATE: AUG, 2025	   	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



QUESTION ONE [30 MARKS]	
You are working as a legal advisor for a Kenyan tech startup that offers digital identity verification services. Recently, the company was flagged by a privacy watchdog for improper data handling. At the same time, hackers attempted to access the firm’s servers, and an investigation is underway. The CEO has asked you to brief the team on cyber law compliance and legal risks.
a) Define cyber law and explain to the team why understanding it is critical for their operations. 										[5 Marks]
b) Using examples, explain the difference between conventional crimes and cybercrimes that this company might face. 								[5 Marks]
c) The attempted hack was traced to another country. What jurisdictional issues arise, and how can these be handled under current laws?					 [6 Marks]
d) Identify and describe at least two legal frameworks that the company must comply with in Kenya. 										[6 Marks]
e) The CEO has questioned the need for strict cyber law compliance. Explain the importance of cyber laws in safeguarding businesses, individuals, and the economy. 		[4 Marks]
f) During the investigation, the company submitted server logs as evidence. What legal concerns could arise regarding the admissibility of this electronic evidence?            [4 Marks]


SECTION B: [ANSWER ANY TWO QUESTIONS]
QUESTION TWO [20 MARKS]
A disgruntled ex-employee of a financial institution uses unauthorized access to alter client records and then leaks confidential information online. The institution files a complaint under the CMCA.
a) Discuss the primary objectives of the CMCA, and how it protect such institutions 											            [4 Marks]
b) Describe three specific offences committed by the ex-employee as per the CMCA. 												[6 Marks]
c) Identify institutions that are mandated to enforce the CMCA, and the roles do they play in this case 										[6 Marks]
d) Explain the penalties the ex-employee might face under the CMCA for unauthorized system access. 									[4 Marks]

QUESTION THREE [20 MARKS]
A popular online shopping platform suffers a data breach where thousands of customer profiles, including payment details, are leaked. Customers sue the company for breach of privacy. The company counters by presenting electronic evidence showing some users ignored terms and conditions on data use.
a) Explain what qualifies as personal data in this case and how the Data Protection Act applies. 										[4 Marks]
b) Discuss three principles of lawful data processing that the platform should have followed. 										             [6 Marks]
c) Discuss the company’s legal obligations once the data breach was discovered     [6 Marks]
d) Explain how the court evaluate the admissibility of the platform’s electronic evidence 												 [4 Marks] 

QUESTION FOUR [20 MARKS]
A group of cybercriminals is prosecuted using an older penal code provision that doesn't clearly define cybercrimes. During trial, the defense argues that the law does not cover the specific digital offences committed.
a) Discuss three challenges that arise when applying traditional legal frameworks to modern cyber threats. 										[6 Marks]
b) Explain how the lack of clear definitions in old statutes affects prosecution of crimes like phishing or ransomware. 								[6 Marks]
c) Discuss the implications of technological evolution outpacing legislation, especially in jurisdictions with weak cyber law reforms						[4 Marks]
d) Suggest legal reforms or policy interventions that could bridge the gap between traditional laws and emerging cyber risks. 							[4 Marks]
QUESTION FIVE [20 MARKS]
A viral social media campaign that started in Kenya ends up causing reputational harm to a company in South Africa. Meanwhile, online gambling, remote work, cyberbullying, and misinformation continue to surge in the country. The government is under pressure to introduce stricter internet regulations.
a) Identify two positive and two negative impacts of internet growth on society and crime. 										             [4 Marks]            b) Discuss how the rapid expansion of the internet has introduced complex jurisdictional and ethical challenges. 									[6 Marks]
c) Analyze the legal and regulatory implications of internet use in areas such as e-commerce, defamation, and digital rights.  							[6 Marks]
d) Explain how lawmakers in Kenya should strike a balance between promoting internet freedom and protecting users from harm  						[4 Marks]
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