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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RCS 303      COURSE: WIRELESS NETWORKS 
DATE: August 2025	   	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination period.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them. 
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.








SECTION A (COMPULSORY)
QUESTION ONE (30 Marks)
a) A newly established mobile operator is setting up base stations across a rural county. Explain the following concepts they must understand in planning their wireless infrastructure:		 i) 	Frequency reuse       								        [1 Mark]
ii) 	Line of sight 									        [1 Mark]
iii)	 Spectrum licensing 								        [1 Mark]
iv)	 Baseband and broadband transmission 				 	        [1 Mark]
v) 	Signal attenuation 							  	        [1 Mark]
b) A financial institution allows staff to access internal systems using personal devices. As a wireless security consultant, analyze FOUR serious vulnerabilities this policy can expose 												       [4 Marks]
c) A smart factory uses advanced Wi-Fi features for low-latency robotics and spectrum management. Briefly describe how the following IEEE standards could support such operations:
i) IEEE 802.11 									       [2 Marks]
ii) IEEE 802.11a									       [2 Marks]
iii) IEEE 802.11b 									       [2 Marks]
d) A university wants to install antennas to support student wireless internet use across large outdoor areas. Choose and justify three suitable types of antennas for this deployment. Sketch the coverage pattern of each. 						       [6 Marks]
e) In a tech startup using wireless VoIP, employees complain of dropped calls and inconsistent connectivity. Identify two user-level wireless issues that may be responsible and propose actionable remedies. 								       [4 Marks]
f) A humanitarian aid mission is deployed in an area with no cellular or Wi-Fi infrastructure after a natural disaster. Define an appropriate wireless solution for such a situation and describe TWO design or implementation hurdles you expect to face. 		       [5 Marks]
										
SECTION B: (ANSWER ANY TWO QUESTIONS)
QUESTION TWO (20 Marks)
The County Government of Kisumu wants to implement an IoT-based flood warning system.
i) Design a high-level architecture showing how sensors, gateways, cloud platforms, and end-user devices would interact. 							      [6 Marks]
ii) Briefly describe four real-world IoT devices that could be part of this system.    [4 Marks]
Wireless Sensor Networks (WSNs) have been proposed to monitor wildlife in Tsavo National Park. Explain how WSNs operate and outline FOUR design challenges that the organization may face when implementing the technique. 		                		     [10 Marks]

QUESTION THREE (20 Marks)
a) You are part of a team designing a rural wireless broadband access network. Discuss three spectrum-related challenges you must address and how your choices in modulation and access technology will be affected. 						       [6 Marks]
b) Satellite broadband is being deployed to connect remote schools in Northern Kenya. Evaluate four critical technical or non-technical factors that could affect this project's long-term viability. 									       [8 Marks]
c) Bluetooth beacons are being installed in a smart museum for indoor navigation. Describe how Bluetooth works in this scenario and any THREE possible security threats that could arise. 										       [6 Marks]

QUESTION FOUR (20 Marks)
a) A mobile network operator in a growing city faces increasing demand for wireless services, leading to channel congestion. Propose how the principle of 'frequency reuse' can be applied to address this challenge and increase the overall system capacity. 		     [4 Marks]
b) A major telecom operator in a rapidly urbanizing region is facing significant challenges with network congestion, as the demand for wireless services consistently outstrips the available channel capacity within existing cells. Without the immediate option to acquire new spectrum, the operator needs to implement efficient cellular design techniques to accommodate more users per unit coverage area.
i) Describe the TWO primary types of handover mechanisms that are employed in cellular systems    									       [4 Marks]
ii) Discuss THREE  techniques that the operator could apply to expand the capacity of their system in this scenario.       					      	       [6 Marks]
iii) A major telecom operator is investigating persistent signal degradation in urban areas. Briefly explain THREE types of noise that are likely contributing to persistent signal degradation and their possible causes. 			                 	       [6 Marks]


QUESTION FIVE (20 Marks)

a) A wireless engineer is troubleshooting poor performance in a university Wi-Fi network.
i)  Identify FOUR transmission impairments they should investigate. 	       [4 Marks]
ii) Describe THREE distribution services, indicating their role in moving data across the network to ensure seamless campus mobility in IEEE 802.11 standard used [6 Marks]
iii) Describe THREE station services, highlighting how they support roaming and access. 								                   [6 Marks]
iv) Data shifting and spreading are used in wireless communication standards. Explain these techniques and their role in improving transmission performance in IEEE 802.11b. 									       [4 Marks]
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