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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2025/2026 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RBCS 7416: INFORMATION SECURITY
[bookmark: _GoBack]DATE:  9TH APRIL, 2026.	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


SECTION A - Compulsory
QUESTION ONE (30 Marks)
a) Explain the following terms.                                                                                ( 3 Marks)
i. Prime Numbers
ii. Modulo Arithmetic
iii. Mathematical Theorem

b) Define:                                                                                                                   (5 Marks)
i) Algorithm
ii) Vulnerability
iii) Cryptography
iv) Attack Vector
v) Digital Signature
	
c) Differentiate:                                                                                                        ( 6 Marks)
i) Threat and Attack
ii) Plaintext and Ciphertext
iii) Active and Passive Attack

d) Describe 3 levels of impact from a security breach.                                              ( 3 Marks)

e) What are the quotient and remainder when 10 is divided by 3? Give reasons.
                                                                                                                                          ( 2 Marks)

f) Explain any four good password policies you will put in place to enhance the data security in computing systems.                                                                            ( 4 Marks)

g) Illustrate how Asymmetric Encryption works.                                                    ( 3 Marks)
h) As the networks administrator of your organization, discuss some of the things you will do to ensure efficient and secure access and use of application servers located in a remote headquarter office.                                                                                               ( 4 Marks)

SECTION B - Answer ANY other TWO questions
QUESTION TWO ( 15 Marks)
a) Explain how following access control practices to enhance security of computing resources in an organization.                                                                             ( 3 Marks)
i. Job Rotation
ii. Separation of Duties
iii. Least Privilege

b) Define:                                                                                                                  ( 3 Marks)
i) Cryptanalysis
ii) Access Control
iii) Time-Stamping

c) Describe Stream Cipher of Data: 0010110111 and Key: 1001100001.               ( 3 Marks)

d) Differentiate between:                                                                                          ( 6 Marks)
i. Physical and Technical Access Control
ii. Transposition Cipher and Substitution Cipher
iii. Group Security Policies and User Account Restrictions

QUESTION THREE ( 15 Marks)
a) Differentiate between:                                                                                                ( 4 Marks)
i. Block Ciphers and Stream Ciphers
ii. Unconditional and Computational Security Concepts

b) Define:                                                                                                                        ( 5 Marks)
i) Hash Function
ii) Counterfeiting
iii) Single Point of Failure

c) Explain the uses of the following RSA works.                                                          ( 2 Marks)
i. NMAP
ii. Wireshark

d) XOR Operator is used in Cryptography. What will be the output of the following combinations of input variables A and B:                                                                  ( 2 Marks)

	A
	B
	C (XOR Output of A, B)

	0
	0
	

	0
	1
	

	1
	0
	

	1
	1
	



e) Discuss the following properties that authentication servers should have.               ( 2 Marks)
i. Capable
ii. Trustworthy

QUESTION FOUR ( 15 Marks)
a) Define:                                                                                                                        ( 5 Marks)
i. Non-repudiation
ii. Anonymity
iii. Threat Agent
iv. Message Authentication Codes (MAC)
v. Congruence as used in Number Theory

b) Differentiate between:                                                                                                ( 6 Marks)
i. AES and DES
ii. Forgery and Tampering
iii. Encryption and Decryption Algorithm

c) The following are the desired properties of block cipher. What do they mean?      ( 2 Marks)
i. Avalanche Effect
ii. Completeness

d) Describe Role Based Access Control (RBAC).                                                         ( 2 Marks)
					                             						
QUESTION 5 (15 Marks)

a) Define:                                                                                                                         ( 2 Marks)
i) Cipher
ii) Prime Factorization
b) Describe one time pad cryptosystem.                                                                          ( 2 Marks)
c) Differentiate between:                                                                                                 ( 4 Marks)
i) Smurf Attack and Data Sniffing Attack
ii) Firewall and an Anti-virus Application
e) Identify the cryptographic technique illustrated below and describe how it works. techniques.                                                                                                                 
                                                                                                                                    ( 4 Marks)
[image: ]

f) Give a brief description of each of the following security properties considering he role of the sender Jude, the receiver Michelle and the attackers Najma(eavesdropper) and Richard (active attacker). Include an example of violation for each of the properties.           ( 3 Marks)
i. Conﬁdentiality
ii. Integrity
iii. Availability
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