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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 DIPLOMA IN CYBER SECURITY | DIPLOMA IN ETHICAL HACKING AND INFORMATION SECURITY
[bookmark: _GoBack]RES 023: DATA SECURITY
DATE: ________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)
QUESTION 1 (30 Marks)
a. Explain the following terms as applied in data security. 			(12 Marks)
i. Confidentiality
ii. Integrity
iii. Authentication
iv. Non-repudiation
v. Authorization.
vi. Steganography 
b. Discuss four (4) types of threats to data security 				(8 Marks)
c. Differentiate between data masking and data encryption. 			(4 Marks)
d. Explain how the CIA Triad (Confidentiality, Integrity, Availability) applies to the security of an organization's data. 							(6 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION 2 (20 Marks)
a. Losing a laptop, a mobile phone or a flash disk is possible. Discuss four (4) ways you could protect the data in your device. 						(8 Marks)
b. Define ransomware, and how it impacts data security? 			(3 Marks)
c. Describe how phishing attacks could compromise data and the strategies used to prevent them. 										(4 Marks)
d. Suggest five (5) reasons why voice input could be used to secure data in information systems. 										(5 marks)

QUESTION 3 (20 Marks)
a. Explain the concept of encryption in data security. 				(2 Marks)
b. Define symmetric encryption and asymmetric encryption, giving examples of each. 												(5 Marks)
c. Discuss why hashing is used in data integrity verification. 			(3 Marks)
d. Explain the concept of key management in cryptography and why it is critical for maintaining data security. 							(4 Marks)
e. Highlight 6 guidelines that must be followed to ensure that new passwords cannot be easily cracked.									(6 marks)

QUESTION 4 (20 Marks)
a. Explain the concept of a data breach and list three common causes.		(5 Marks)
b. Describe the principle of least privilege and its importance in data security. (4 Marks)
c. Define the following access control models: 
i. Mandatory Access Control (MAC) 					(2 Marks)
ii. Discretionary Access Control (DAC) 					(2 Marks)
d. How is Role-Based Access Control(RBAC) used to secure an organization’s data? 												(4 Marks)
e. Outlne the type of actors that could pose a risk to an organization’s IT assets? 													(3 Marks)		

QUESTION 5 (20 Marks)
a. State the importance of conducting routine vulnerability assessments and penetration tests in data security? 								(5 Marks)
b. Organization XYZ is considering outsourcing data security solutions. What factors should they consider before making this decision? 				(5 Marks)
c. What are the potential risks to data security when using cloud storage for sensitive data? 											(5 Marks)
d. What is the role of regulations like GDPR and HIPAA in enforcing data security standards?									(5 Marks)
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