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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2020/2021
DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY
RCS 035: BUSINESS INFORMATION TECHNOLOGY SYSTEMS SECURITY, LAW & GOVERNANCE
DATE: __________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:		
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (Compulsory)

QUESTION ONE COMPULSORY (30 MARKS)
a) Explain the following terms as they relate to the use of information systems.	(6 Marks)
i) Information Security
ii) Cryptography
iii) IT Governance
b) Describe five categories of threats to information security.			(10 Marks)
c) Discuss the pros and cons of the bottom-up to information systems security implementation.												(4 Marks)
d) Explain five phases of Security Systems Development Life Cycle.		(10 Marks)


SECTION B (Answer Any TWO Questions)

QUESTION TWO (20 MARKS)
a) Explain why information security in an organization should be regarded as a balance between protection and availability.							(2 Marks)
b) Explain the following computer security concepts:				(6 Marks)
i) Security Attacks
ii) Security Mechanism
iii) Security Service
c) Outline six issues that complicate the management of information security in an organization.												(6 Marks)
d) Describe the following types of attacks on computer systems.			(6 Marks)
i) Malicious Code
ii) Social Engineering
iii) Mail-bombing
QUESTION THREE (20 MARKS)
a) According to X.800 and RFC 2828, security attacks can be classified as either passive attacks or active attacks. Describe each of these attacks and give an example for each.											(6 Marks)
b) Outline six annoying things done by computer viruses.			(6 Marks)
c) State four U.S. laws that are relevant to the subject of information technology systems security.									(4 Marks)
d) Explain what you understand by data encryption and state its importance.	(4 Marks)

QUESTION FOUR (20 MARKS)
a) Explain the role of the following categories of people in the design and implementation of an information systems security policy.					(10 Marks)
i) Security Experts
ii) System Administrators
iii) Management
iv) Users
v) Auditors
b) Distinguish between a worm and a virus.						(4 Marks)
c) Describe each of the following types of computer viruses:			(6 Marks)
i) Executable viruses
ii) Boot sector viruses
iii) E-mail viruses

QUESTION FIVE (20 MARKS)
1. Define a security policy.							(2 Marks)
1. Explain the following terms as they relate to information systems security.	(4 Marks)
i) Threat
ii) Vulnerability
1. Explain five benefits of having a security policy in an organization.		(10Marks)
1. Distinguish between private key cryptosystems and public key cryptosystems.												(4 Marks)
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