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DATE: 9TH APRIL 2024

TIME: 2 HOURS

GENERAL INSTRUCTIONS:


Students are NOT permitted to write on the examination question paper during examination time.

This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:
 

This examination paper consists Questions in Section A followed by section B.

Answer Question 1 and any Other Two questions.

QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 

2. Keep your phone(s) switched off at the front of the examination room.

3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.

4. ALWAYS show your working.

5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.

6. Write your REGISTRATION No. clearly on the answer booklet(s).

7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  

8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
QUESTION ONE (30 MARKS)
Part A(10 Marks)
(i) Which layer in the OSI reference model is responsible for determining the availability of the receiving program and checking to see if enough resources exist for that communication? 
A. transport 
B. network 
C. presentation 
D. session 
E. application 

(ii) A network interface port has collision detection and carrier sensing enabled on a shared twisted pair network. From this statement, what is known about the network interface port? 

A. This is a 10 Mb/s switch port. 
B. This is a 100 Mb/s switch port. 
C. This is an Ethernet port operating at half duplex. 
D. This is an Ethernet port operating at full duplex. 
E. This is a port on a network interface card in a PC. 

(iii) A receiving host computes the checksum on a frame and determines that the frame is damaged. The frame is then discarded. At which OSI layer did this happen? 

A. physical 
B. session 
C. data link 
D. transport 
E. network 

(iv) Which of the following correctly describe steps in the OSI data encapsulation process? (Choose two) 

A. The transport layer divides a data stream into segments and may add reliability and flow control information. 
B. The data link layer adds physical source and destination addresses and an FCS to the segment. 
C. Packets are created when the network layer encapsulates a frame with source and destination host addresses and protocol-related control information. 
D. Packets are created when the network layer adds Layer 3 addresses and control information to a segment. 
E. The presentation layer translates bits into voltages for transmission across the physical link. 

(v) Refer to the exhibit. 




What two results would occur if the hub were to be replaced with a switch that is configured with one Ethernet VLAN? (Choose two.) 

A.The number of broadcast domains would remain the same. 
B. The number of collision domains would increase. 
C. The number of collision domains would decrease. 
D. The number of broadcast domains would decrease. 
E. The number of collision domains would remain the same. 
F. The number of broadcast domains would increase. 

(vi) For what two purposes does the Ethernet protocol use physical addresses? (Choose two.) 

A.to uniquely identify devices at Layer 2 
B. to allow communication with devices on a different network 
C. to differentiate a Layer 2 frame from a Layer 3 packet 
D. to establish a priority system to determine which device gets to transmit first 
E. to allow communication between different devices on the same network 
F. to allow detection of a remote device when its physical address is unknown 

(vii)What two criteria are used to help select network media? (Choose two.) 

A. the types of data that need to be prioritized

B. the cost of the end devices utilized in the network

C. the distance the media can successfully carry a signal

D. the number of intermediary devices installed in the network

E. the environment where the media is to be installed
(viii)What are two functions of intermediary devices on a network?    (Choose two.) 

A. They are the primary source and providers of information and services to end devices

B. They run applications that support collaboration for business

C. They form the interface between the human network and the underlying communication network.

D. They direct data along alternate pathways when there is a link failure.

E. They filter the flow of data, based on security settings.

(ix)Which two statements about the relationship between LANs and WANs are true? (Choose two.)

A. Both LANs and WANs connect end devices.

B. WANs connect LANs at slower speed bandwidth than LANs connect their internal end devices.​

C. LANs connect multiple WANs together.

D. WANs must be publicly-owned, but LANs can be owned by either public or private entities.

E. WANs are typically operated through multiple ISPs, but LANs are typically operated by single organizations or individuals
(x)Which device performs the function of determining the path that messages should take through internetworks? 

A. a router

B. a firewall

C. a web server

D. a DSL modem

Part B (20 Marks)

a) What are the seven layers of the OSI protocol architecture? 
 

(6 Marks)

 b) Which OSI layer is responsible for the following? 



 (6 Marks)
(i) Determining the best path to route packets. 

(ii) Providing end-to-end communications with reliable service. 

(iii) Providing node-to-node communications with reliable service. 

c) The propagation delay is the time that is required for the energy of a signal to propagate from one point to another. (Assume that the speed of light in cable is 2 x 108 meters/second) 

(i) Find the propagation delay for a signal traversing the circuit line 20m. 

(ii) How many bits are in transit for a200 km withline with transmission rate 1megabit/second? 







(8 Marks)
QUESTION TWO (15 MARKS)

a) What is the major differences between TCP and UDP? Why DNS uses UDP instead of TCP for its service?  







(4 Marks)
b) What does “TTL” mean? What is the usage of TTL in DNS resource record? What is the usage of TTL in packet IP header?  





 (3 Marks)
c) Suppose a web server has 10 ongoing TCP connections.  How many server-side sockets are used?  How many server-side port numbers are used? 


(4 Marks)
d) What is the size of a TCP header? What is the size of a UDP header? What fields exist in both TCP header and UDP header? 





(4 Marks)
QUESTION THREE (15 MARKS)

a) Suppose a computer is moved from one department to another. Does the physical address need to change? Does the IP address need to change? Does it make a difference if the computer is a laptop?







 (3 Marks)
b) Describe the component(s) of the address used to identify the remote process.                                                                             










 (3 Marks)
c) As an IT consultant of a company dealing in Networks, Discuss

(i) The four characteristics necessary when examining cables

(9 Marks)

QUESTION FOUR (15 MARKS)

Answer the following questions regarding the basics of computer networks and the Internet. 

a) What are the fundamental measures of interest for a communications system? 
(4 Marks) 

b) Briefly describe circuit switching and packet switching. 


(4 Marks)
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Using the Open System Interconnection Reference Model, explain how data moves from a computer to the hub, the bridge, another hub, router and finally the Internet. 








 

(7 Marks)
QUESTION FIVE (15 MARKS)

a) Give precise definitions for protocol, interface, and open concept

(3 Marks) 
(i) Protocol 
(ii)  Interface 
(iii)  Open concept 
b) What are the four causes of packet delay? 




(4 Marks)
c) The defined standard alternatives of IEEE 802.3 10-Mbps specifications are 10BASE5, 10BASE2, 10BASE-T, 10BROAD36 and 10BASE-F. Describe the meanings of the 10BASE5, 10BASE-T and 10BASE-F alternatives (e.g., what does10, BASE, 5 denote in 10BASE5 and so on?). 







(5 Marks)  
d) One of the random medium access control protocols is CSMA. 



(i) What does CSMA stand for? 






(1 Marks) 

(ii) Describe how CSMA works 



      
     

(2 Marks) 
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