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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JAN/APRIL 2024/4025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 313: DISTRIBUTED SYSTEMS
DATE: 11TH APRIL 2025		TIME: 2 HOURS

GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


	SECTION A COMPULSORY (30 MARKS)	
QUESTION ONE
a) Explain four fundamental principles of distributed systems and how they contribute to system scalability and reliability.						 (8 marks)					
b) Describe any three common challenges in designing and implementing distributed systems. 										(6 marks)
c) A global e-commerce company wants to ensure that customers receive consistent data about product availability regardless of their location. Discuss two approaches they can use to achieve consistency in their distributed system				(6 marks)
d) How does Remote Procedure Call (RPC) simplify communication in distributed systems?											(4 marks)
e) Explain the Paxos and Raft algorithms used for achieving consensus in distributed systems. 									(6 marks)

SECTION B (ATTEMPT ANY TWO QUESTIONS)
QUESTION TWO (15 MARKS).
a) An online gaming company needs to synchronize player actions across different servers in real time. Explain three ways they can implement synchronization mechanisms. (9 marks)
b) Explain the concept of a Distributed File System (DFS) and its key components. (6 marks)	
QUESTION THREE (15 marks)
A global ride-sharing company operates in multiple cities and needs to ensure low-latency ride matching, fault-tolerant communication, and consistent pricing across locations.
a) Explain two ways how a distributed system architecture can help the company handle ride requests efficiently across different regions. 			(6 marks)
b) Discuss three potential fault-tolerance mechanisms the company can use to ensure service availability even when some nodes fail. 				(9 marks)
[bookmark: _GoBack]QUESTION FOUR (15 marks)
a) Explain the 3 different categories of distributed systems citing their main purpose.
(9 marks)
b) Explain three security threats specific to web-based distributed systems, and suggest mitigation strategies							(6 marks)

QUESTION FIVE (15 marks)
a) An IoT-based smart agriculture system requires real-time monitoring of soil moisture and weather conditions across multiple locations. Explain how a distributed architecture can support this use case.							(6 marks)
b) Give three examples of how does scalability impact the performance of a distributed system? Provide an example						 (9 marks)
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