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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024
DIPLOMA IN COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
COURSE CODE: RES 026
COURSE UNIT: WEB SECURITY

DATE: 10TH DECEMBER 2024		TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer QUESTION 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.

QUESTION ONE: COMPULSORY (30 Marks)
a) A web application (web app) is an application program that is stored on a remote server and delivered over the internet through a browser interface. Web services are web apps by definition and many, although not all, websites contain web apps. In this context discuss the following with examples:
i. Web Security								(2 Marks)
ii. Security Threat							(2 Marks)
iii. Cross Site Scripting							(2 Marks)
iv. SQL Injection								(2 Marks)
b) Traditionally, the approach to ensuring the security of web applications has been to develop first and test afterwards. However, with the recent increase in cybersecurity threats in the form of web application attacks, the traditional approach is no longer viable. Security must be at the forefront of web and software development phases, especially in a business setting. DISCUSS 4 Security consideration in Web Security.	(8 Marks)
c) With the ever-increasing volume of sensitive information being shared online every single moment, the stakes have never been higher. Cyber threats are not static. Hackers adapt and evolve. The sophisticated threat landscape demands a dynamic and vigilant approach to security. Web application security, therefore, remains a critical concern, ensuring businesses and their users can operate with confidence in the digital world. Discuss the significance of frameworks like DevSecOps in Web security. 		(6 Marks)
d) Attackers take advantage of web application vulnerability and inject an SQL command via the input from users to the application. Attackers may manipulate or delete critical data, compromising its integrity and causing operational disruptions. Explain on any three common COMMANDS where SQL injection arises.			(6 Marks)
e) Phishing is a form of online fraud in which hackers attempt to get your private information such as passwords, credit cards, or bank account data. EXPOUND on what understand by the term phishing?								(2 Marks)


SECTION 2: ANSWER ANY TWO QUESTIONS (20 Marks Each)
QUESTION TWO
a) Web servers communicate with database servers anytime they need to retrieve or store user data. SQL statements by the attacker are designed so that they can be executed while the web server is fetching content from the application server. SQL injection attacks have been used in many high-profile data breaches over the years. DISCUSS the dangers/impact of SQL Injection to organizations.				(10 Marks)
b) The possibility of getting XSSed arises when a website does not properly handle the input provided to it from a user before inserting it into the response. In such a case, a crafted input can be given that when embedded in the response acts as a JS code block and is executed by the browser. With examples, DISCUSS techniques or parts of web that an attacker can leverage to execute an XSS attack.				(10 Marks)

QUESTION THREE
a) If you are a developer, the focus would be secure development to avoid having any security holes in the product. You do not need to dive very deep into the exploitation aspect, just have to use tools and libraries while applying the best practices for secure code development as prescribed by security researchers. DISCUSS in what way are resources like OWASP, X-XSS protection header, XSS Protection Cheat Sheet by OWASP and Content Security Policy are helpful to developers. 				(10 Marks)
b) SQL injection testing checks if it is possible to inject data into an application/site so that it executes a user-controlled SQL query in the database. Discuss the two basic SQL Injection tests i.e. 1=0 & 1=1 can be executed on a Web App to establish response and vulnerability.									(10 Marks)

QUESTION FOUR
a) Cyber threats refer to the potential dangers and malicious activities that target computer systems, networks, and data. These threats can come from a variety of sources, including cybercriminals, hackers, nation-states, and even insider threats. DISCUSS on approaches to combating cyber threats.							(8 Marks)
b) It is very important to be able to identify the signs of a phishing attack to protect against its harmful effects. These signs help the user to protect user data and information from hackers. OUTLINE on some 4 signs to look out for in phishing attacks.	(12 Marks)
QUESTION FIVE
a) While developing a web application, remember that the old way of developing first and testing later is no longer the way to go. Be sure to place web application security at the top of the priority list during the development phase. DISCUSS techniques to detect SQL injection vulnerabilities.							(10 Marks)
b) [bookmark: _GoBack]Suppose we have an application based on student records. Any student can view only his or her records by entering a unique and private student ID. IMPLEMENT 5 queries you can employ to compromise such a system.					(10 Marks) 
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