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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024
DIPLOMA IN COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
COURSE CODE: RES 031
COURSE UNIT: CYBER FORENSICS

DATE: 3RD DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer QUESTION 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.

QUESTION ONE: COMPULSORY (30 Marks)
a) Criminals with basic technical knowledge have many options available for hiding data such as disk editor, encryption, steganography, and so on. STEGANOGRAPHY is the practice of concealing information within another message or physical object to avoid detection. EVALUATE on three steganography techniques. 				(6 Marks)

b) Mobile forensics, a subtype of digital forensics, is concerned with retrieving data from an electronic source. The recovery of evidence from mobile devices such as smartphones and tablets is the focus of mobile forensics. Because individuals rely on mobile devices for so much of their data sending, receiving, and searching, it is reasonable to assume that these devices hold a significant quantity of evidence that investigators may utilize. DISCUSS 4 Sources of evidence during mobile forensics.					(4 Marks)

c) [bookmark: _Hlk174553392]Computer Forensics is a scientific method of investigation and analysis. It involves performing a structured investigation while maintaining a documented chain of evidence to find out exactly what happened on a computer and who was responsible for it. DELIBERATE any five objectives of Computer Forensics.			(10 Marks)

d) Windows artifacts are the objects which hold information about the activities that are performed by the Windows user. The type of information and the location of the artifact varies from one operating system to another. Windows artifacts contain sensitive information that is collected and analyzed at the time of forensic analysis. EXPOUND on any three sources of artifacts in Windows.								(6 Marks)

e) Network forensics is a subcategory of digital forensics that essentially deals with the examination of the network and its traffic going across a network that is suspected to be involved in malicious activities, and its investigation for example a network that is spreading malware for stealing credentials or for the purpose analyzing the cyber-attacks. HIGHLIGHT any two network forensics tools.							(4 Marks)

QUESTION TWO
a) Using technology and investigative techniques, computer forensics helps identify, collect, and store evidence from an electronic device. EXEMPLIFY practical application of Forensics or matters of the real world or cases that require/involve forensics.			(4 Marks)

b) [bookmark: _Hlk174554196]INCIDENT RESPONSE refers to an organization's processes and technologies for detecting and responding to cyberthreats, security breaches or cyberattacks. EXPOUND on any four steps of effective incident response.						(8 Marks)

c) Electronic evidence can be gathered from a variety of sources, including computers, mobile devices, remote storage devices, internet of things (IoT) devices, and virtually any other computerized system. ELUCIDATE on any four types of Forensics.		(8 Marks)

QUESTION THREE
a) Chain of custody - CoC is the procedure, documentation, tracking, and protecting of evidence on its journey from a crime scene to the courtroom. This documentation process protects evidence from contamination and tampering. It is also sometimes called the chain of evidence. EXPLAIN the significance of CoC.						(4 Marks)
[bookmark: _Hlk174555388]
b) During the acquisition phase of the digital forensic process, analysts look for a variety of forensic data to help them in their investigation. DISCUSS any four sources of forensics data during an incidence.								(8 Marks)				
c) Digital forensics is a branch of forensic science that covers digital technology.  Analysts focus on the recovery, investigation, and examination of material found on digital devices. DEMONSTRATE any four criteria for digital evidence.			(8 Marks)

QUESTION FOUR
a) [bookmark: _Hlk174556138]Digital evidence is information stored or transmitted in binary form that may be relied on in court. It can be found on a computer hard drive, a mobile phone, among other places. Digital evidence is commonly associated with electronic crime, or e-crime, such as child pornography or credit card fraud. EXPOUND on any three major types of evidence.		(6 Marks)

b) [bookmark: _Hlk174556592]Cyber forensics is an electronic discovery technique used to determine and reveal technical criminal evidence. It often involves electronic data storage extraction for legal purposes. Precision in security requires the data to be integrated in order to produce context, correlation and causation. We call it the “Three C's of Security”. DISCUSS.		(6 Marks)

c) Digital forensics is a branch of forensic science encompassing the recovery, investigation, examination, and analysis of material found in digital devices. The digital forensics process may change from one scenario to another, but it typically consists of four core steps. DEBATE the four core steps.								(8 Marks)




[bookmark: _Hlk174557058]QUESTION FIVE
a) [bookmark: _Hlk174554385]Critical Information Infrastructure (CII) sectors were published under the Gazette Notice of 31 January 2022. Section 9 (1) & (2) of the Computer Misuse and Cybercrimes Act 2018 confers the NC4 Director with the powers to designate critical information CIIs in Kenya. This maps with the primary requirements of effective incidence response. DISCUSS.	(4 Marks)
b) Digital Forensics and Incident Response (DFIR) is a practice used by incident response teams (also known as computer security incident response teams or CSIRT) to detect, investigate, and respond to cyber threats facing an organization. DFIR is a specialized field focused on identifying, remediating, and investigating cybersecurity incidents. DISCUSS the following capabilities of DFIR.

i. Triage and Investigation							(2 Marks)
ii. Notification and Reporting						(2 Marks)
iii. Incident follow-up							(2 Marks)

c) [bookmark: _Hlk174557266]During preservation, data is isolated, secured, and preserved. It includes prohibiting unauthorized personnel from using the digital device so that digital evidence, mistakenly or purposely, is not tampered with and making a copy of the original evidence. EXPOUND on any 5 factors/steps/considerations of preserving digital evidence. 		(10 Marks)
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