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UNIVERSITY EXAMINATIONS

EXAMINATION FOR MAY-AUGUST 2020/2021 FOR BACHELOR OF SCIENCE   COMPUTER SCIENCE/BACHELOR OF BUSINESS IN INFORMATION TECHNOLOGY

Course Code: RCS 402 Course Name: CRYPTOGRAPHY AND INFORMATION SECURITY
DATE:___________
TIME: 2 HOURS

GENERAL INSTRUCTIONS:


Students are NOT permitted to write on the examination paper during examination period.

This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:
 

This examination paper consists Questions in Section A followed by section B.

Answer Question 1 and any Other Two questions.

QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 

2. Keep your phone(s) switched off at the front of the examination room.

3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.

4. ALWAYS show your working.

5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.

6. Write your REGISTRATION No. clearly on the answer booklet(s).

7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.

8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
QUESTION ONE (30 Marks)
a) Define the following terms 






       (5 Marks)
i) Security Mechanism
ii) Cryptology
iii) Cryptanalysis 
iv) Password salting 

v) Differential cryptanalysis 





b) Find the GCD of 2740 and 1760, using Euclidean algorithm. 
  
       (2 Marks)
c) Distinguish between a mono-alphabet cipher and a polyalphabetic cipher          (4 Marks)
d) Most emerging threats to computer systems are categorized into two distinct categories: Passive and Active. Using relevant examples Distinguish between passive attack and active attack with reference to X.800 and explain how these attacks can be mitigated.     











      (6 Marks)
e) Define the following concepts as used within asymmetric cryptography            (4 Marks)
i) Session key 

ii) CA

iii) Digital signature

iv) Private key

f) Alice wants to transmit soft copies of her academic certificates to her employer.  Explain hoe non-repudiation and message integrity can be enforced within a public cryptosystem used to pass this data  




    (4 Marks)
g) Lisa creates a pair of keys for herself. She chooses p=17 and q=11. She calculates n and then calculates totient of  n ((ɸ(n)).  She then chooses d=23.  Show how Jonah can send a message “NO” to Lisa if he knows e and n. 


   (5  Marks)
QUESTION TWO (15 Marks)

a) Define the term security policy and state its contribution in computer security  (4 Marks)
b) Discuss the components of Public Key Infrastructure (PKI).  Of what importance are components if they are integrated?       




       (6 Marks)
c) Distinguish between identification and authentication    
 

       (2 Marks)
d) Discuss the importance of CA in key distribution 



       (3 Marks)
QUESTION THREE (15 Marks)
a) Using a particular general reference in mind, discuss the advantages and disadvantages to be gained by using public-key cryptography compared with secret-key cryptography 










       (6 marks)
b) Describe any three examples of computer internal and external user activities that which may negatively affect ideally secure system  




       (4 marks)
c) Explain the main characteristics of the Kerberos authentication scheme             (5 Marks)
QUESTION FOUR (15 Marks)

a) The perpetual increase of information transmitted electronically has lead to an increased reliance on cryptography allowing confidence in electronic commerce without worries of deceit and deception.  Discuss this statement in reference to cryptography      (9 Marks)
b) Explain the following types of attacks used within cryptography 

     (4 Marks)
i) Bruteforce

ii) Pattern attack

c) State two functions of a security policy 




     (2 Marks)
QUESTION FIVE (15 Marks)

a) Describe the most common types of cryptanalytic attacks         

       (5 Marks)
b) Asymmetric algorithms, also known as public key algorithms use asymmetric keys for encoding and decoding a message.  Giving an area where they are applied , describe briefly some of the popular asymmetric algorithms



       (6 Marks)
c) Explain the following goals of computer security.  State where each maybe used in real the world 



       




       (4 Marks)
ii) Prevention

iii) Recovery
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