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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUG 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 313: DISTRIBUTED SYSTEMS
DATE 14TH AUGUST 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


	SECTION A COMPULSORY (30 MARKS)	
QUESTION ONE
a) Define the term “Distributed System”					(2 marks)
b) Discuss how distributed systems differ from centralized systems in terms of architecture and operation									(8 marks)
c) Describe communication protocols and their role in ensuring reliable data transfer 
(4 marks)
d) Explain the following term as used in distributed systems.			(6 marks)		
i. Concurrency
ii. Transparency
iii. Fault tolerance
e) Using an example illustrate three ways of securing distributed systems	(6 marks)
f) Illustrate the potential issues of deadlock and starvation in the context of distributed mutual exclusion.								(4 marks)

SECTION B (ATTEMPT ANY TWO QUESTIONS)
QUESTION TWO (20 MARKS)
a) Describe the role of asymmetric encryption in distributed systems.		(6 marks)
b) Define synchronization in the context of distributed systems		(3 marks)
c) Explain the concept of clock synchronization in distributed systems.	(3 marks)
d)  How does clock synchronization help ensure that distributed processes agree on time?
(4 marks)
e) 	Using appropriate examples describe the following forms of transparency
i. Location transparency 
ii.  Migration transparency 						(4 Marks)	
							


QUESTION THREE (20 MARKS)
a) Using an example of client server architecture in a web application model explain the importance of threads in a distributed system.				(8 marks)
b) Describe the Christians algorithm for achieving synchronization in clocks within Distributed Systems. 								(6 Marks)
c) Explain any three vulnerabilities of a web server in a Distributed Systems and their mitigation/protection measures.						(6 Marks)
QUESTION FOUR
a) A distributed component-based event middleware supports role-based access control. When the system is started, principal A has role B and principals having role B may carry out action C. At time T, according to its local clock, a component receives a message that means “principal A no longer has role B.” At time T + 10ms, this component receives a message that means “perform action C as principal A.” 
i. (Based solely on this information, immediately after the second message is received, why can the component not determine whether A may carry out C?
(3 marks)
ii. What algorithms would need to be applied by the middleware to make these data structures useful? 						(1 marks)
iii. Explain how one type of the algorithm may be implemented in the scenario above.								(6 marks)
b) Briefly explain the meaning of the following terms in the context of parallel and distributed systems. 							(4 Marks)
i. Process Migration
ii. Scalability 
c) Distinguish between the following terms in the context of parallel and distributed systems
i.  Starvation and deadlock						  (2 Marks) 
ii. Dependability and availability 					  (2 Marks)
iii. Grid computing and Cluster Computing				  (2 marks)

QUESTION FIVE (20 MARKS)
a) Define a distributed file system and explain its purpose in a distributed computing environment.                              						(4 marks)
b) [bookmark: _GoBack]A distributed conference application provides a shared whiteboard. Each member of the conference has a replica of the whiteboard that is managed by a member of a closed process group. Discuss two approaches by which the processes can achieve mutually exclusive access to the whiteboard. 					(6 marks)	
c) Discuss any three key advantages of using distributed file systems	(6 marks)
d) Describe the consensus problem in distributed computing and discuss how distributed algorithms like Paxos and Raft address it.				(4 marks)
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