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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024 DIPLOMA IN COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
RES 022 : DESKTOP AND SERVER SECURITY
DATE: 06th December, 2023	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)
QUESTION 1 (30 Marks)
a. You are a Cybersecurity educator tasked with dispelling common security misconceptions and fostering a more accurate understanding of security principles among your students. Choose three security misconceptions and describe each in detail. 		(6 Marks)
b. Define the following terms 							(14 Marks)
i) Vulnerability
ii) Exploit
iii) IPS
iv) CLI
v) Firewall
vi) Buffer Overflow
vii) Sand boxing
c. Imagine you are designing a comprehensive security training program for an organization. In this context, explain the fundamental distinctions between authentication and authorization. 									(4 Marks)
d. Describe four ways of hardening a Linux server.				(4 Marks)
e. State the difference between UEFI and BIOS					(2 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION 2 (20 Marks)
a. In the context of Windows operating systems, 
i) State a comprehensive list of the fundamental types of Windows accounts.
(3 Marks) 
ii) Define  their specific attributes and functions. 				(6 Marks)
b. State and explain the core functions of UAG and its benefits 		(6 Marks)
c. Describe the steps you would take to harden the configuration of a Windows server operating system to minimize potential attack surfaces.				(5 Marks)

QUESTION 3 (20 Marks)
a. [bookmark: _GoBack]State and explain any three (3) security architecture components.  		(6 Marks)
b. State (2) two commands that can be used to display network configuration information in a Linux machine?									(2 Marks)
c. Your organization handles sensitive customer data. Explain how you would design a backup and recovery strategy to ensure data confidentiality.			(5 Marks)
d. When hardening a Linux server, outline the security measures would you put in place to reduce its attack surface? 							(7 Marks)

QUESTION 4 (20 Marks)
a. Describe the primary role of the Windows Registry and its structural organization. 													(15 Marks)
b. State (5) five examples of Malware that targets file systems			(5 Marks)

QUESTION 5 (20 Marks)
a. State (4) four system security configurations that must be configured on a windows OS.  												(4 Marks)
b. Briefly explain what could be the cause of the error below.			(2 Marks)
[image: ]
c. Outline and provide detailed explanations for the core principles of the CIA Triad in information security.								(6 Marks)
d. Imagine you are responsible for hardening a fleet of company desktop computers. What security practices and policies would you establish to ensure that these systems are less vulnerable to attacks while maintaining user productivity?			(6 Marks)
e. State the Linux command that will create a file name “hello_world.txt”.	(2 Marks)
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sysadmin@localhost:~$ LS
-bash: /usr/games/LS: Permission denied




