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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPT/DEC 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RCS 109: INTRODUCTION TO COMPUTER SYSTEMS
DATE: 3RD DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


Section A: Compulsory (30 marks)
Question One
a)  Differentiate the three categories of system software using relevant examples. (6 marks)
b) Answer the following questions on the CPU:
i. What is the role of the CPU in a computer system? 			(2 marks)
ii. Describe its architecture, and explain how it executes instructions?	(6 marks)
c) Explain any three common types of malwares that can affect computer systems (6 marks)
d) Describe how the following can assist Riara University				(6 marks)
i. Domain Server
ii. Print Server
iii. Web Server
e) Explain any four functions of an operating system.				(4 marks)

SECTION B: SECTION B (OPTIONAL 2 OUT OF 4)
Question Two (15 Marks)
a) Explain the following basic concepts in information security. 			(6 marks)
i. Multi-factor authentication (MFA)
ii. Cipher Text
iii. DDOS						
b) Describe how Riara University may use the following to enhance their network security.  												(6 marks)
i. Firewall
ii. Intrusion Detection System (IDS)
iii. Virtual Private Network (VPN).			
c) Outline any 3 security threats that Riara University may face on their information systems.												( 3marks)	
Question Three (15 marks)
a) XYZ University is planning to upgrade their library's computer systems, which are used for research, e-books, and accessing digital archives. The existing computers are outdated and often lag, causing frustration among users. The IT department is tasked with enhancing the performance of these system. Describe three approaches of improving computer performance that they can implement.									(9 marks)
b) Explain three types of software licenses and their implications for users and developer												(6 marks)
Question Four (15 marks)
a) Discuss three ways in which computing professionals can promote ethical behavior in the development and use of technology.						(9 marks)	
b) Riara University plans to create an online repository of academic resources accessible to students and faculty. Understanding the foundational concepts of the web is essential for this project. 
i. Explain the difference between the internet and the World Wide Web (WWW). 
(3 marks) 
ii. Describe three core protocols that enable the functioning of the web and their roles. 									(3 marks)								
Question Five (15 marks)
a) [bookmark: _GoBack]Riara University is upgrading its campus network to improve connectivity and ensure secure access for students and staff. The IT department needs to plan for the implementation of various network devices and security practices. 
i. Explain the roles of a router, a switch, and an access point in a campus network. 
(6 marks) 
ii. Describe three information security practices that should be implemented to protect the campus network from cyber threats. 					(6 marks)								
b) Outline any three future trends in computer systems.			(3 marks)						
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