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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2025/2026 FOR CERTIFICATE IN INFORMATION TECHNOLOGY
RCCS 5123: DATA COMMUNICATION AND NETWORKING
DATE : 13TH APRIL 2026	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet’s cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A (Compulsory)
Question One (30 marks)
a. Communication in computer networks involves the transmission of data between devices.
i. Define the term computer network.						 (2 marks)
ii. Identify and explain three types of data transmission modes.		 (6 marks)
b. A company intends to interconnect computers within one building using wired network technology.
i. Explain three advantages of using wired transmission media in a Local Area Network.										(6 marks)
ii. Identify the network standard that supports data transmission speeds of up to 100 Mbps over twisted pair cables. 						(2 marks)
iii. Describe the physical topology commonly used in such a network. 		(4 marks)
iv. Explain five challenges that may be faced when implementing a wired LAN.
 (10 marks)
SECTION B
(Answer ANY TWO Questions – Total: 30 marks)
Question Two (15 marks)
a. Explain the functions of the following network services and protocols: 		(10 marks)
i. Domain Name System (DNS)
ii. Dynamic Host Configuration Protocol (DHCP)
iii. File Transfer Protocol (FTP)
iv. Hypertext Transfer Protocol (HTTP)
v. Simple Mail Transfer Protocol (SMTP)
b. Differentiate between TCP and UDP. 						(5 marks)
Question Three (15 marks)
a. Describe the functions of the following TCP/IP model layers:
i. Network Access Layer
ii. Internet Layer
iii. Transport Layer
iv. Application Layer
									(10 marks)
b. Explain five reasons why the TCP/IP model is widely used in computer networks.
										(5 marks)
Question Four (15 marks)
a. Read the scenario below and answer the questions that follow:
A small business experiences frequent network slowdowns during working hours. Investigation reveals outdated network devices, excessive broadcast traffic, and lack of proper network security policies.
i. Identify three causes of the network problems described above.	 (6 marks)
ii. Suggest three network improvements that could be implemented to address these issues. 									(6 marks)
iii. Explain the importance of network monitoring and maintenance.	 (3 marks)

Question 5 (15 marks)
a. Explain the seven layers of the OSI (Open Systems Interconnection) model and the function of each layer.								 (7 marks)
b. Discuss four common network security threats that can affect computer networks. 											(4 marks)
[bookmark: _GoBack]c. Suggest four network security measures that organizations can implement to protect their systems and data.								 (4 marks)
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