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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024
DIPLOMA IN COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
COURSE CODE: RES 030
COURSE UNIT: CYBER LAWS AND ACTS

DATE: 3RD DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer QUESTION 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.

QUESTION ONE: COMPULSORY (30 Marks)
a) Once the House passes a Bill, the Speaker presents it to the President for assent in a document called the Vellum. The President then has fourteen days to either (a) assent to the Bill or (b) return it to the House with a memorandum detailing any reservations. DIFFERENTIATE - Law, Act and a Bill giving examples. 		(9 Marks)
b) Cybercrime refers to criminal activities that involve targeting or using a computer, a computer network, or a networked device. Most cybercrimes are committed by cybercriminals or hackers seeking financial gain. EXEMPLIFY on four common cybercrimes.									(8 Marks)
c) Cyber law is any law that applies to the internet and internet-related technologies. Cyber law is one of the newest areas of the legal system. DESCRIBE the significance of cyber laws. 										(3 Marks)
d) Cyber threats are harmful activities committed with the intent of destroying, stealing, or disrupting data and digital life in general. Computer viruses, data breaches, and Denial of Service (DoS) assaults are examples of these risks. DISCUSS 3 categories of Cyber Crimes.									(6 Marks)
e) Software Piracy is a trend that has gained prominence over the recent years. It is a major issue for the software industry, according to the Kenya Copyright Board (KECOBO), Kenya is at a high rate of 78% which translates to a commercial value of KES12B Previous attempts to extend amnesty and require compliance haven’t borne any fruits, and only resulted in a 1% piracy drop over the last decade or so. EXPOUND on the legal concerns that may arise from software piracy.						(4 Marks)
SECTION 2: ANSWER ANY TWO QUESTIONS (20 Marks Each)
QUESTION TWO
a) Key ICT policies, legal and regulatory frameworks include: Kenya Information and Communications Act, 1998; National Cybersecurity Strategy 2014; National Broadband Strategy 2018; Computer Misuse and Cybercrimes Act (CMCA), 2018; Data Protection Act (DPA), 2019; National ICT Policy Guidelines 2020; and National Digital Master Plan 2022. EXPOUND on any four of these instruments.			(8 Marks)
b) The Computer Fraud and Abuse Act (CFAA) of 1986 is United States legislation that imposes criminal penalties on individuals who intentionally access a protected computer without proper authorization or whose access exceeds their authorization. ILLUSTRATE the significance of law review.						(4 Marks)
c) The concept of social engineering in cyber law is stealing by gaining confidence. Through social engineering, criminals usually target people who have considerably less knowledge and understanding of the functioning of banks, social media, and digital operations, in general. DISCUSS the impacts of social engineering in Kenya.		(8 Marks)

QUESTION THREE
a) The enactment of Kenya’s first comprehensive cybercrime legislation, the Computer Misuse and Cybercrimes Act 2018 (‘Cybercrimes Act’) – CMCA 2018, was a significant milestone in laying down legal regulations for cyber-activities. Two international treaty instruments – namely, the Budapest Convention on Cybercrime and the African Union Convention on Cyber Security and Personal Data Protection – were influential in drafting the Cybercrimes Act.
i. Highlight the importance of CMCA 2018				(4 Marks)
ii. Analyze the relevance of Budapest Convention on Cybercrime and the African Union Convention on Cyber Security and Personal Data Protection in CMCA 2018. 							(4 Marks)
iii. On the 14th February 2023, a taskforce was appointed to develop regulations for the CMCA Act of 2018. Expound on the necessity for REGULATIONS in relations to ACTS? 						(2 Marks)
b) The DPA requires all data processors or controllers to register with the Office of the Data Commissioner.  However, data processors and data controllers with an annual turnover of below KES. 5 million (approx. USD. 50,000) or annual revenue of below KES. 5 million (approx. USD. 50,000) and have less than 10 employees are exempt from the mandatory requirement for registration. EXPLAIN to which purpose or use do data controllers or data processors who process personal data this exemption does not apply.	(6 Marks)



QUESTION FOUR
a) Cyber threats refer to the potential dangers and malicious activities that target computer systems, networks, and data. These threats can come from a variety of sources, including cybercriminals, hackers, nation-states, and even insider threats. DISCUSS on approaches to combating cyber threats.							(8 Marks)
b) The National Kenya Computer Incident Response Team – Coordination Centre (National KE-CIRT/CC) was established by the Communications Authority of Kenya as part of its mandate. OUTLINE any two mandates of the KE-CIRT/CC.		(4 Marks)
c) Where there is a particular risk of a breach of the security of the network, a service provider is required to inform its subscribers of the risk and of any possible remedies where the risk lies outside the scope of the measures that may be taken by the service provider. EXPLAIN any prevailing challenges to achieving this.			(8 Marks)

QUESTION FIVE
a) [bookmark: _GoBack]Intellectual-property Infringements: It is the violation or breach of any protected intellectual-property rights such as copyrights and industrial design. EXPLICATE on why this is considered a crime.						(6 Marks)
b) The Computer Misuse and Cybercrimes Act (CMCA) 2018 is a piece of legislation enacted in Kenya to address cybercrimes and enhance cybersecurity. CMCA, No. 5 of 2018 Laws of Kenya, provides for cybercrime offences. DISCUSS some of the key provisions of the act.								(8 Marks)
c) The Data Protection Act (DPA) 2019 is a key piece of legislation in Kenya that governs the collection, processing, storage, and sharing of personal data. The Act was enacted to protect the privacy rights of individuals and to regulate how organizations handle personal data, aligning Kenya's legal framework with global standards such as the European Union's General Data Protection Regulation (GDPR). HIGHLIGHT some Criminal Sanctions of the Act. 								(6 Marks)
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