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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 436 :  INFORMATION SECURITY
DATE: 3RD DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


QUESTION ONE
a) Define the following terms as used in information security:
i) Information Security.                                                                                 [2Marks]
ii) Security program.                                                                                      [2Marks]
b) A medium-sized e-commerce company recently experienced a significant data breach that compromised the personal information of over 100,000 customers, including names, addresses, and credit card information. The breach was traced back to a vulnerability in an outdated web application that the company had failed to update. Following the breach, the company faced severe backlash from customers, resulting in loss of trust, regulatory scrutiny, and financial losses due to legal fees and compensation claims.

i) Given the consequences of the data breach, what measures should the company implement to improve its information security posture.                                                       [8Marks]
ii) How can it ensure that all employees understand and participate in these measures?      
 (8 marks)                                
                                                                                                                              .                                                                                                                           
c) A financial institution is preparing to launch a new online banking service that will allow customers to perform transactions, check balances, and manage accounts via a mobile app. With the service expected to attract a significant number of users, the institution recognizes the need to implement a robust security plan to protect sensitive customer data and ensure compliance with industry regulations.
i) What key components should the financial institution include in its security plan for the new online banking service.                                                                  [6Marks]
ii) Describe how the organization can ensure ongoing compliance and security effectiveness after the launch.                                                                     [4Marks]

QUESTION TWO
a) Describe the information security triad and show organizations balance the principles of the information security triad while addressing the increasing demand for remote work and cloud-based services.                                                                                                          [3Marks]
b) The value of information comes from the characteristics it possesses. Describe any FOUR of these characteristics.                                                                                                 [8Marks]            
c) Information security performs four important functions for an organization. Discuss this functions.                                                                                                                   [4Marks]
QUESTION THREE
A company has fired one of its senior staff after an incident that they claimed was an accident, but where the director’s suspected malice. The company’s auditors have suggested a review of the company’s systems to mitigate ‘the insider threat’, and your advice has been sought. The directors want to be able to assure the shareholders that they are taking all reasonable steps to limit the damage that staff could do to affect the company’s share price, whether accidentally or otherwise. Your analysis of their records reveals among other things, an outdated security program, sabotage by employees, lack of security awareness training and lack of management commitment. 

i. [bookmark: _GoBack]Discuss with the management FIVE reasons why their security program may have become outdated.            		       [10 Marks]                                                                            .                                                                                                                                                
i) Demonstrate your understanding of a security awareness training.                            [1Marks]
ii) Give FOUR reasons as to why a security awareness training is important.               [4Marks]
QUESTION FOUR
a) Describe FOUR forms of Biometrics commonly used with access control systems.     [8Marks]                                                                                                         
b) Because InfoSec management oversees a specialized program, certain aspects of its managerial responsibility are unique. These unique functions are known as “the six Ps”. Identify the six Ps.                 [7Marks]                                                                                                    .                                                                                                                                           

QUESTION FIVE 
a) A mid-sized company is experiencing increased cybersecurity threats and realizes the need for a robust information security management framework. The leadership team has decided to take action but is unsure how to structure their approach. In developing a comprehensive information security Risk management framework for the company what Five key stages should they focus on.     
[5Marks]                                                                                                                                                                                                                                                                                                                                 
b) Laws and policies only deter if three conditions are present. Explain these conditions.   [6Marks]
c) Describe TWO sources of security framework for an organization.                                  [4Marks]
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