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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUG 2024/4025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 313: DISTRIBUTED SYSTEMS
DATE   _____________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


	SECTION A COMPULSORY (30 MARKS)	
A multinational company, GlobalTech, has implemented a distributed system to support its operations and ensure business continuity.

A. Define a distributed system and provide two examples of how such a system would be used in the context of GlobalTech operations. 				(4 Marks)
B. GlobalTech uses middleware for resource management. Describe a middleware and explain its importance in ensuring smooth operations in a distributed system. 
(4 Marks)
C. Fault tolerance is crucial for GlobalTech's business operations to ensure system reliability. Explain why fault tolerance is considered both a design goal and a limitation for distributed systems. 						(4 Marks)
D. GlobalTech's replication strategies include synchronous and asynchronous replication. Differentiate between the two and suggest which one is more suitable for ensuring data consistency in this system. 				(4 Marks)
E. One of the systems GlobalTech previously used was based on centralized architecture. Outline three characteristics of centralized architecture in distributed systems. 									(6 Marks)
F. Explain how Transport Layer Security (TLS) can secure communications in GlobalTech distributed web application.					(4 Marks)
G. To ensure efficient data representation, GlobalTech uses marshalling and unmarshalling. Differentiate between these two techniques in distributed communication. 								(4 Marks)

SECTION B (ATTEMPT ANY TWO QUESTIONS)
QUESTION 2 (15 MARKS).
A. Why is transparency important in distributed systems?			(3 marks)
B. Explain four types of transparency with examples in distributed systems.  (6 marks)
C. Describe three major challenges faced in designing distributed systems and explain how each can be addressed. 							(6 marks)	
QUESTION THREE (15 marks)
A. Provide two ways a distributed system can be made more scalable		(6 marks)
B. Explain the difference between strong consistency and eventual consistency. (6 marks)
C. Provide an appropriate use case scenario for each of the consistencies explained above.   
(3 marks)

QUESTION FOUR (15 marks)
A. Compare Paxos and Raft in terms of simplicity, understandability, and leader election.
(9 marks)
B. In a financial distributed ledger system, it's crucial that all nodes agree on the same transaction order.  Explain how a consensus algorithm like Raft can ensure consistency, replication and reliability.                                                                        (6 marks)

QUESTION FIVE (15 marks)
A. You are building a distributed healthcare system that shares sensitive patient data across hospitals. Discuss three ways of how you would secure the system.	(9 marks)
B. Compare distributed computing and distributed information systems in terms of architecture, use cases, and resource sharing				 (6 marks)


Page 3 of 4

image1.jpeg
Riaraly

University




