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GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer QUESTION 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A: COMPULSORY (30 Marks)
QUESTION 1
A. Software Quality is a term used to measure the degree of excellence of software. Software Quality attributes are extremely important while designing a software application. DISCUSS any three key software quality attributes. 			(6 Marks)
B. In software development, prominent quality management system (QMS) models include the ISO 9001 standard, the McCall Quality Model, Boehm's Software Quality Model, and frameworks like CMMI (Capability Maturity Model Integration). EXPOUND on any three significances these models and frameworks.			(6 Marks)
C. To ensure quality in Software Development Life Cycle and Software Testing Life Cycle. The testing team in conjunction with the software development team can deploy various methods of testing quality and functionality of the product. DESCRIBE on any three types of software testing.								(6 Marks) 
D. Automated software testing is the process of using tools to run test scripts on software to ensure it works as expected. It's more efficient than manual testing because it doesn't require constant human intervention. DISCUSS the benefits.		(6 Marks)
E. Quality Assurance (QA) and Quality control (QC) are both important methods in software engineering to get high-quality software. While there are characteristics that distinguish quality assurance from quality control, the two techniques rely on one another to be effective. DEFINE your understanding of both terms			(4 Marks)
F. SQA process Specific quality assurance and quality control tasks, effective software engineering practice and control of all software work products and the changes made to them a procedure to ensure compliance with software development standards. EXPOUND on any two key elements of SQA.				(2 Marks)


SECTION B: ANSWER ANY TWO QUESTIONS (15 Marks Each)
QUESTION 2 (20 Marks)
A. Six Sigma is a quality management methodology that aims to reduce defects and improve efficiency in a process. In the context of software engineering. DESCRIBE any five of the Six Sigma phases.							(10 Marks)	 
B. The 2024 Digital Crash is a catastrophic software failure that affected millions of devices and disrupted the digital world. The software failure was caused by a simple bug in an update released by CrowdStrike, which crashed the Windows system. DISCUSS the implications of such occurrences to organizations.				(10 Marks)
QUESTION 3 (20 Marks)
A. The ISO 9000 standard is the most widely known and has perhaps had the most impact of the 13,000 standards the ISO has published. It serves many different industries and organizations as a guide to quality products, service and management. DISCOURSE on any five of the quality management principles included in ISO 9000.	(10 Marks)
B. Quality Assurance (QA) and Quality control (QC) are both important methods in software engineering to get high-quality software. While there are characteristics that distinguish quality assurance from quality control, the two techniques rely on one another to be effective. DELIBERATE on the differences.				(10 Marks)
QUESTION 4 (20 Marks)
C. Software quality assurance encompasses a broad range of concerns and activities that focus on the management of software quality, control of all software work products and the changes made to them a procedure to ensure compliance with software development standards (when applicable) measurement and reporting mechanisms.  ELUCIDATE on the some of the key elements of SQA.			(10 Marks)
D. A Quality Assurance Plan (QAP) is a document or set of documents that outlines the systematic processes, procedures, and standards for ensuring the quality of a product or service. Developing a Quality Assurance Plan (QAP) involves a systematic process to ensure that the plan effectively addresses the quality requirements of a project or process. EXPOUND on the some of the steps / parts.			(10 Marks)
QUESTION 5 (20 Marks)
A. Software Testing is a method to assess the functionality of the software program. The process checks whether the actual software matches the expected requirements and ensures the software is bug-free. HIGHLIGHT some of the guidelines to follow/consider while testing to ensure final result is free of flaws.				(10 Marks)
B. Critical systems in general must satisfy security, safety, dependability, performance, and other, similar requirements as well. Secure by Design is increasingly becoming the mainstream development approach to ensure security and privacy of software systems. In this approach, security is considered and built into the system at every layer and starts with a robust architecture design. Security architectural design decisions are based on well-known security strategies, tactics, and patterns defined as reusable techniques for achieving specific quality concerns.  Discuss any 5 fundamental doctrines of software security by design.								(10 Marks)
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