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GENERAL INSTRUCTIONS:


Students are NOT permitted to write on the examination question paper during exam time.

This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:
 

This examination paper consists Questions in Section A followed by section B.

Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

PLEASE start the answer to EACH question on a NEW PAGE. 

Keep your phone(s) switched off at the front of the examination room.

Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.

ALWAYS show your working.

Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.

Write your REGISTRATION No. clearly on the answer booklet(s).

For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  

DO NOT use your PHONE as a CALCULATOR.
YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
QUESTION ONE 
(30 Marks)

SmartBank is a large commercial bank that has embarked on a digital transformation project to migrate its traditional banking services to a fully integrated digital platform. The new platform will provide mobile banking applications, web portals, automated customer service bots, and real-time transaction processing. The goal is to improve customer experience, reduce operational errors, and increase efficiency while ensuring regulatory compliance.

The system integrates multiple modules including account management, loan processing, payments, fund transfers, customer support, fraud detection, and reporting. Customers access services via mobile apps, web browsers, and interactive voice response systems. The platform interacts with legacy databases, cloud services, and external financial APIs.

Given the critical nature of financial transactions, the system must achieve high reliability, security, and performance. Software quality assurance (SQA) and testing are central to this project. The SQA team is responsible for designing test plans, conducting unit, integration, system, and acceptance tests, performing functional and non-functional testing, and automating repetitive test cases where appropriate.

The system must also comply with ISO 9001 standards, and maintain detailed defect tracking, reporting, and version control. Test scenarios should cover both normal and exceptional conditions, including concurrency, transaction failures, and network interruptions.

Using the above case study, answer the following:

Explain Five  role of software quality assurance (SQA) in ensuring that the SmartBank system meets its reliability, security, and performance requirements. 

(6 marks)
Describe three  different types of testing that should be applied in this system and explain their importance. 








(6 marks)
Discuss  Five how a software testing life cycle (STLC) can be implemented in the development of SmartBank’s platform. 





(5 marks)
Explain five  benefits of using automated testing tools in this project and provide examples of scenarios where automation is preferable.




 (5 marks)
explain at least Four key quality metrics that the SQA team should monitor during the testing process. 








(4 marks)
Discuss two challenges the SQA team might face when testing integrated financial systems and propose mitigation strategies. 





(4 marks)
QUESTION TWO (15 MARKS)

Discuss the  software quality and explain its significance in software development. (3 marks)
Discuss two  differences between quality assurance and quality control in software projects. 











(4 marks)
Explain three  principles of effective bug reporting and defect tracking. 
(4 marks)
State Four factors that affect the choice of testing strategies for software projects. (4 marks)
QUESTION THREE (15 MARKS)

Explain Five  difference between black-box testing and white-box testing and give examples for each. 









(5 marks)
Describe five  purpose of unit testing and integration testing in the software testing process. 











(5 marks)
State three benefits of regression testing and explain why it is important in iterative development. 








(5 marks)
QUESTION FOUR (15 MARKS)

Discuss Five role of quality models such as ISO 9001, McCall’s model, and FURPS in ensuring software quality. 






(5 marks)
Explain Five equivalence class partitioning and boundary value analysis as functional testing techniques. 








(5 marks)
Describe two types of non-functional testing and their importance in evaluating software systems. 









(5 marks)
QUESTION FIVE (15 MARKS)

Explain Two purpose of software configuration management (SCM) and how it supports testing and quality assurance. 






(4 marks)
Describe five  steps involved in version control, change control, and configuration auditing. 











(5 marks)
Discuss two practical considerations when selecting automated testing tools for large-scale software systems. 







(4 marks)
Explain two  importance of maintaining detailed documentation of test cases, defects, and quality metrics throughout the software development lifecycle. 

(2 marks)
Page 1 of 3

