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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 DIPLOMA IN
COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN
BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
RCS 035: BUSINESS INFORMATION TECHNOLOGY SYSTEMS SECURITY, LAW & GOVERNANCE
[bookmark: _GoBack]DATE: 11TH DECEMBER 2024		TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)

QUESTION ONE (30 MARKS)
a) Define IT governance and outline SIX symptoms of ineffective IT governance in an organization.									(8 Marks)
b) Describe a security policy and give THREE reasons to justify the need for a security policy in an organization.							(8 Marks)
c) Explain THREE differences between laws and ethics.			(6 Marks)
d) Outline a framework for understanding ethical issues, and making informed decisions.											(8 Marks)


SECTION B (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (20 MARKS)
a) Computer ethics is considered unique because computers have certain properties that raise unique issues. Describe THREE properties of computers that make them a special case.										(6 Marks)
b) Citing an example, explain how a professional code of conduct can act as a defense tool for an employee.								(6 Marks)
c) Discuss the arguments for and against Kantianism and Consequentialism.	(8 Marks)

QUESTION THREE (20 MARKS)
a) Define the term encryption.						(2 Marks)
b) Describe each of the following terms:					(6 Marks)
i. Cryptography
ii. Cryptanalysis
iii. Cryptology
c) Distinguish between secret key cryptography (SKC) and public key cryptography (PKC).									(8 Marks)
d) Using an example, describe the Caesar cipher				(4 Marks)

QUESTION FOUR (20 MARKS)
a) Define a virus and describe THREE ways viruses can be prevented.	(8 Marks)
b) Outline SIX annoying things done by viruses.				(6 Marks)
c) Differentiate between a worm and a Trojan horse.			(6 Marks)

QUESTION FIVE (20 MARKS)
1. Explain how the connotations of the term ‘hacker’ have changed over time.												(5 Marks)
1. Describe THREE main categories of offences under the Computer Misuse Act and give examples of each.							(9 Marks)
1. Identify and describe THREE different potential motives for hacking.	(6 Marks)
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