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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RCS 433: NETWORK SECURITY
DATE   _____________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
[bookmark: _GoBack]

Question 1 (30 Marks) – Compulsory
(a) Explain the concept of network security.					[2matks]
(b) Discuss the  Computer Network Defense (CND) triad.			[6marks]
(c) In context of  network security and by use of example, explain the relation between the following aspects : Vulnerability, Threat and Attack.			[6matks]
(d) Write a command to demonstrate how nmap tool can be used to perform the following 
i. Check open ports on give IP host				[3marks]
ii. Scan for a specific vulnerability on a IP host			[3marks]
(e) State and discuss three popular network reconnaissance  techniques		[6marks]
(f) Explain four goals of network security.					[4marks]
		
 Question 2 (15 Marks) – Compulsory
(a) Explain the following  Wireless network concepts:				[8marks]
i. BSSID
ii. Antenna
iii. WEP
iv. WPA 

(b) Identify  three tools used for wireless network assessment. Demonstrate how each of the tools is used.									[7marks] 


Question 2 (15 Marks)
(c) Explain the following  Wireless network concepts:				[8marks]
i. BSSID
ii. Antenna
iii. WEP
iv. WPA 

(d) Identify  three tools used for wireless network assessment. Demonstrate how each of the tools is used.									[7marks] 

Question 3 (15 Marks) 
(a) Briefly Explain how VPN technology  works.				[6marks]
(b)  With help of illustrative diagram, discuss the VPN components/architecture [9marks]
Question 4 (15 Marks) 
(a) In reference to network security controls explain the following concepts:  	  [6marks]
i. Authentication
ii. Authorization
iii. Identification
(b) Identify and discuss four technical network access control techniques.	   [9marks]

Question 5 (15 Marks) 
(a) Using examples, demonstrate the difference between the following Access Control techniques.									[9marks]
i. Discretionary Access Control
ii.  Mandatory Access Control
iii. Role Based Access Control
(b) Identify and explain three  vulnerable network protocols			[6matks]
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