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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RCS 442   COURSE TITLE: SOSTWARE TESTING AND QUALITY 							     ASSURANCE					 
DATE: -- /-- /2023.		 TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during reading time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. You will lose 5 MARKS if this is not done.
2. Keep your phone(s) switched off at the front of the examination room and NOT on your person.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.
8. Write your REGISTRATION No. clearly on the answer booklet(s).
9. DO NOT use your PHONE as a CALCULATOR.
10. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.





SECTION A (COMPULSORY)

Question (1) - (30Marks)
a) Define the following terms / acronyms, as used in Software development and quality assurance.									     (10 Marks)

i. Test ware.
ii. Quality software.
iii. Quality metrics.
iv. Debugging.
v. Bugs.

b) In details, discuss the software testing Life cycle (S.T.L.C.) with reference to software testing and quality assurance. 		    				       (6 Marks)

c) Describe the test to fail and the test to pass and hence state the difference between the two approaches? 		       						       (4 Marks)

d) Discuss the FOUR levels of software testing.  				       (4 Marks)

e) State FIVE types of software bugs.		    				       (5 Marks)				
f) With reference to Software Testing and Quality assurance what is meant by Fuzz testing?
	    				      						       (1 Marks)	








SECTION B (Answer Any Two Questions)


Question (2) - (15 Marks)
a) The case study below involves internet cloud services provision.
"….News reports in February 2017 described a 5-hour outage of one of the most heavily used regions of a major internet cloud service, impacting many popular sites/apps/publications/companies. Reportedly these included Github, Medium, Slack, Coursera, Bitbucket, Citrix, Expedia, Flipboard, Yahoo! Mail, Netflix, Tinder, Airbnb, Reddit, IMDb, Business Insider, SiriusXM, image availability for many publications, many IoT security cameras and apps, many IoT thermostats, and other IoT hardware. The cloud service was reportedly unable to update its own service status reporting web site for several hours initially…."

Considering the case study above, 

i. Based on your opinion, what could have been the causes of the software bugs? (1 Marks)
ii. Describe the type of bugs or software errors likely to have been the course.												       	       (2 Marks)
iii. Discuss the costs & implications of the software bugs, to the following entities involved.					      		                   			       (3 Marks)
a. Cloud service Company. 						
b. Other third party Company.
c. Customers and other clients, etc.

iv. As the quality assurance manager for the cloud service company, discus the relevant software quality assurance strategy you would have deployed to avert the failures. 											       (1 Marks)

v. Which types of software testing would you prioritize in testing the cloud service system? State FIVE types, and justify your choices.					       (5 Marks)


b) State the differences between test scenarios, test cases, and test script?	      (3 Marks)







Question (3) - (15 Marks)
a) Name any FIVE causes of software errors/failures/bugs. 			       (5 Marks)

b) Using a suitable flow diagram, describe the complex bugs life cycle.       	       (5 Marks)

c) Name and briefly describer TEN types of software testing SQA personnel would consider using when testing software. 					       (5 Marks)

Question (4) - (15 Marks)
a) Define the term latent defect, as used in software testing & quality assurance.   (1 Marks)
b) Discus the different aspects of verification, validation and qualification for quality assurance activities. 	                                                                                           (6 Marks)

c) Explain the implementation of alpha & beta site testing, and discuss the advantages and disadvantages of this type of testing. 	 					       (2 Marks)

d) State and discus FOUR benefits of Automation in software testing.   	       (4 Marks)	

e) Differentiate between the Gorilla and Monkey testing?	       	       	       (2 Marks)	

Question (5) - (15 Marks)		
a) Discus the following quality metrics components. 				       (5 Marks)
i. Defect Density.
ii. Escaped Defects.
iii. Defect Rejection Rate.
iv. Mean Time to Recovery.
v. Mean Time Between Failures.

b) Consider the case study below.
“…A major automobile manufacturer recalled a vehicle to fix a software problem that could cause problems in the vehicle's electronics or could cause it to partially shut down. The software had failed five times in one year before it was recalled. The manufacture took 2 days, 4 days, 1 day, 1 week, and three days respectively to fix the bugs, as they occurred. All the bugs were confirmed and fixed in the given time…"
             From the case study above, calculate the following.
i. Defect Rejection Rate.					      (1 Marks)
ii. Mean Time to Recovery. 				  	      (2 Marks)
iii. Mean Time Between Failures. 				      (2 Marks)

c) In details discuss the CRUD test and justify why would be necessary it perform the test in systems interfaced using API.						      (5 Marks)
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