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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE
RCS 402: INFORMATION SECURITY AND CRYPTOGRAPHY
[bookmark: _heading=h.baibb9700qw5]DATE  13th DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



Section A: Compulsory (30 marks)
Question 1
A. Explain the following terminologies as used in information systems security: (4 marks)
i. Ransomware
ii. Threat
iii.  Cryptanalysis
iv.  Vulnerability
B. You have been hired to secure the web server that hosts the Riara University website. Outline any four steps you would take.					(8 marks)
C. Describe the three key players in a PKI system.				(6 marks)
D. Differentiate:									(6 marks)
i. Block cipher and Stream Cipher
ii. Asymmetric encryption and Symmetric encryption
iii. Encryption and Hashing
E. Discuss how the CIA principles are applied in securing sensitive data within an organization.									(6 marks)

SECTION B: SECTION B (OPTIONAL 2 OUT OF 4)
Question 2 (15 Marks)
A. Explain any three types of firewalls and describe how they secure a network. (6 marks)
B. Describe three vulnerabilities of an operating system and explain the mitigation steps of the vulnerability identified.							(9 marks)
Question 3 (15 marks)
A. Most emerging threats to computer systems are categorized into two distinct categories: Passive and Active. Briefly describe their differences and cite examples.	(6 marks)
B. In detail describe three effective security measures that can be implemented to safeguard sensitive information. 								(9 marks)									
Question 4 (15 marks)
A. Explain how the following attacks work					(4 marks)
i.  SQL Injection
ii. Buffer Overflow
B. Tech Innovations Ltd. is concerned about insider threats to its information systems. Discuss three strategies for detecting and mitigating insider threats within an organization. 
(9 marks)	
C. The bank sends you an email, which says it has encountered a problem with your account. The email is provided with instructions and also a link to log in to the account so that you can fix it. What do you deduce from the above situation? Explain.		(2 marks)
Question 5 (15 marks)
A. Explain why DES is considered insecure by modern standards and what alternatives are recommended. 								(6 marks)	
B. Discuss the role of hashing and salt in password.				 (6 marks)
C. Identify three common types of threats organizations face today and describe their potential impacts.									(3 marks)
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