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UNIVERSITY EXAMINATIONS
EXAMINATION FOR  JANUARY/APRIL 2025/2026 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
DICS 6122 - CYBER LAWS
 DATE   APRIL 2026	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.





QUESTION ONE [30 MARKS] 
a) Differentiate between  Data Controller and  Data Processor in relation to cyber laws.     
            								  		 (6 Marks)
b) Describe six core Principles of General Data Protection,  essential for  ethical and legal standards that guide how personal information must be handled			 (6 Marks)
c)Explain three challenges of Electronic Evidence in crime prosecution		  (6 Marks):
d)Explain the term “ Critical Information Infrastructure”  				(2 Marks):
e) Discuss three Legal Obligations for institutions dealing with “Critical Information Infrastructure from a regulatory perspective.						(6marks)
f)  Outline four functions of  National Computer and Cybercrimes Co-ordination Committee (NC4)
Question 2 (15marks)
a) With specific examples, discuss the key Pillars of E-Governance		 (8marks)
b) In Kenyan context, discuss for key Legal Frameworks that support E-Governance. (7marks)
Question 3 (15marks)
a) Identify and explain five Cybercrime Offences  covered under Computer Misuse and Cybercrimes (Amendment) Act, 2018(10 Marks
b)  Define the following terms :
i. Cyber Ethics  
ii.  Cyberspace  
iii. Digital Signature 
iv. Digital Footprint 
v. Privacy rights


Question 4 (15marks)
a) Discuss the Challenges faced on implementation of  cyber Laws (10marks)
b) Outline five obligations of data controllers in regard to data protection regulations
Question 5 (15marks)
a) Discuss four cross-border challenges in Cybercrime Enforcement.		(8marks)
b) ) Discuss five primary objectives of  “The Budapest Convention” on Cybercrime. (7marks)
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