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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2024/2025 FOR DIPLOMA IN COMPUTER SCIENCE AND DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RCS 031                                                              COURSE: LINUX 
DATE: SEPT, 2025	   	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.









QUESTION ONE [30 MARKS]	
SECTION A: [COMPULSORY] 
a) You are a system administrator responsible for maintaining a UNIX-based operating system in your institution. In a concise manner, discuss the three fundamental components that constitute a UNIX operating system																		 [6 Marks]
b) State the role of the following commands in UNIX. Use an example to illustrate the command’s usage								[4 Marks]
i) pwd
ii) cd ~
iii) cd ../../..
iv) touch		
c) Explain the difference between ls and ls -a 					  [2 Mark]
d) Write a UNIX command to create a backup of a file named science.txt file by copying it to a file called science.bak							 [2 Marks]
e) Create a directory called tempstuff. Make another directory inside the tempstuff directory called backup, then remove it using a command.		           	             [6 Marks]
f) Discuss the three types of file permissions in UNIX.  Give at least one example of file permission and display on how they arranged in UNIX.			 [6 Marks]
g) Given the below directory tree below, write the full path of:
i) Staff  									[2 Marks]
ii) ma51ik 									[2 Marks]
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SECTION B: [ANSWER ANY TWO QUESTIONS]
QUESTION TWO [20 MARKS]
a) You set up a temporary user account in your Linux system that is due to expire in 15 days. Now, you need to extend the expiry period. Give the command will you use and show how you would implement it							             [6 Marks]
b) Use Linux commands to perform the following:			
i) Create a file called notes.txt.							 [2 Marks]
ii) Rename it to summary.txt.							 [2 Marks]
c) Assuming that a file’s current permissions are r-xr-xr--, specify the expression required to change them to [use both relative and absolute permissions]:     		            
(i) rw- r-- r-x  								 [2 Marks]
(ii) rwx rw- r-- 								 [2 Marks]
(iii) --- r-- r--                                                                                               [2 Marks]
(iv) --x --- -w-                                                                                             [2 Marks]
d) Explain how to archive a directory named projects using the tar command. Provide an example. 								 	             [2 Marks]

QUESTION THREE [20 MARKS]
a) As a Linux administrator, write the commands to perform the following tasks: 											          
i) Create a user named developer.          					             [2 Marks]
ii) Add the user developer to a group called IT. 					 [2 Marks]
iii) Change the password for developer. 						 [2 Marks]
iv) Create a second user named Analyst and add the user to both the IT and Finance groups. 										            [2 Marks]
v) View all the groups the user developer belongs to.				[2 Marks]
b) Assume you need to remove a user named admin from the system, including their home directory. Write the command to achieve this. 				             [2 Marks]
c) Write a command to list all files in the /tmp directory that were modified within the last 7 days. 											 [2 Marks]
d) As an administrator, you want to monitor user login activity. Write Linux commands will you use to: 										
i) View the last 10 login attempts						             [2 Marks]
ii) Display all currently logged-in users						 [2 Marks]
iii) Identify all failed login attempts						             [2 Marks]

QUESTION FOUR [20 MARKS]
a) Discuss how the following Linux networking tools are used in troubleshooting and optimizing network performance: 
i) nslookup							                         [2 Marks]
ii) netstat										 [2 Marks]
iii) scp										 [2 Marks]
iv) wget										 [2 Marks]
v) ssh										 [2 Marks]
b) Write cron entry that will create a file named sales.txt in /home/Myfiles                  
i) Every 2 hours between 5 and 10 minutes past the hour on the Monday and Friday           								                                     [2 Marks]
ii) Every 2 minutes from 5am to 10am Monday and Friday 			 [2 Marks]
iii) Every 2 minutes from 5am to 10am on the 1st and 5th of the month 	 [2 Marks]
iv) Every 2 hours between 5 and 10 minutes past the hour on the 1st and 5th day of the month  									 [2 Marks]
v) Every 15 minutes from 8am to 6pm, only on weekends (Saturday and Sunday)										             [2 Marks]
QUESTION FIVE [20 MARKS]
a) Devise a regular expression to match the following patterns: 			
i) A string beginning with either "Admin" or "admin".			             [2 Marks]
ii) A string containing "2024" as a standalone word.				 [2 Marks]
b) Write the command to count the total number of hidden files in the /home directory. 										                         [2 Marks]
c) As a system administrator, explain how you would use Linux commands to: 
i) Identify all processes consuming more than 50% of the CPU. 		             [2 Marks]
ii) Stop a process by its PID.							 [2 Marks]
d) Differentiate between the commands init 0 and init 6. 			             [4 Marks]
e) You have been tasked with adding a new user to a Linux system and assigning them a password. Write the command(s) you would use to:
i) Create a user account named newuser. 						 [2 Marks]
ii) Assign the password P@ssw0rd123 to this user.				 [2 Marks]
iii) Ensure the user is required to change the password upon first login. 		 [2 Marks]
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