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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUG 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RCS 403                    COURSE UNIT: COMPUTER AND SOCIETY
DATE: AUGUST 4, 2025	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A:   Answer ALL questions in this section.
QUESTION ONE (30 MARKS)
(a) Explain the key differences between data protection and data privacy with relevant examples for each. 										(4 Marks)
(b) (i) Explain the importance of ethical considerations in software development 	(2 Marks)  
      (ii) Describe one ethical principle (e.g., beneficence, justice) 			(3 Marks) 
(iii) Provide example of how (ii) applies to the development of an AI-powered hiring tool                      (1 Mark)
(c) A social media company collects extensive user data for profiling without transparent consent processes. 
(i) Draft a user consent form (4-5 sentences) that aligns with data protection principles, such as those in Computer Act 2020 or Cybercrime Act 2018 				(4 Marks) 
(ii) Explain how this form addresses user privacy concerns. 			(4 Marks)
(d) (i) Analyze the impact of artificial intelligence (AI) on students’ research project in the higher        education sector 								(2 Marks)
(ii) Discuss one positive and one negative societal consequence and identify one stakeholder group affected by each consequence. 						(4 Marks)
(e) (i) Evaluate the effectiveness of content moderation strategies on social media platforms in combating misinformation. 							(2 Marks)
(ii) Recommend one specific strategy to improve content moderation and justify its potential effectiveness based on user behavior or platform dynamics. 			(4 Marks)
SECTION B: Answer any Two questions.   Use short answers (30 Marks).

QUESTION TWO    (15 Marks)
(a) (i) Explain the societal impact of phishing attacks in the context of cybersecurity (2 Marks)  
(ii) Provide one example of how phishing can affect individuals or organizations (1 Mark) 
(iii) Describe one preventive measure to mitigate such attacks in (ii).		    (1 Mark)
(b) (i) Evaluate the environmental consequences of electronic waste (e-waste) generated by               obsolete computing devices 							(2 Marks) 
(ii) Recommend one specific strategy Riara University could implement to reduce e-waste (e.g., recycling programs, device refurbishment) 				(2 Marks) 
(iii) Justify why this strategy would be effective, considering environmental and social benefits									(2 Marks)
(c) Riara University has faced some consumer backlash due to a few data breaches because of unauthorized information disclosures. 

(ii) Using the knowledge gained in the Computer and Society lessons, propose three measures the university can take to regain consumer trust and prevent future breaches (3 Marks) 

(ii) Justify each measure in (i) with relevant examples 				  (2 Marks) 

 
QUESTION THREE    (15 Marks)
(a) (i)   Explain the role of Government Data in modern Computer and the Society    (2 Marks) 
(ii) Provide two examples of its applications in public administration 		    (2 Marks) 
(iii)  Discuss ethical implications of using such data for public and private purposes 
                    									    (2 Marks)                       
(b) (i) Discuss the role of census and surveillance systems in the modern governance (2 Marks) 
(ii) Explain how census systems balance national security with the citizen privacy concerns 		    (2 Marks) 
(c) (i) Critically examine the ethical and security implications of maintaining DNA databases      
      for citizens 									  (2 Marks)  
(ii) Evaluate how governments can implement Computer Network Security tools to protect such sensitive data while ensuring accessibility for legitimate use 		  (3 Marks) 


  QUESTION FOUR    (15 Marks)
(a) Define the term Globalization Work-Spaces and explain two ways in which digital technology has influenced remote working trends 						(2 Marks)
(b) (i) Explain the purpose of technology governance in managing the societal impacts of digital systems 										(2 Marks) 
(ii) Provide one example of a technology governance framework (e.g. General Data Protection Regulations, AI Act) 						(1 Marks) 
(iii) Describe how it addresses a specific societal concern in (ii), such as privacy or fairness  (2 Marks)
(d) (i) Evaluate the role of digital ethics in ensuring accountability for autonomous systems, that    
     could apply in self-driving cars 						(2 Marks) 
(ii) Recommend one specific ethical guideline a company could adopt to enhance accountability in such systems and justify its effectiveness in promoting public trust or safety  										(2 Marks)
(e) (i) Critically examine the ethical and economic implications of The "Winner-Take-All" Society   
	Electronic Payment Models 							(2 Marks) 
(ii) Evaluate how fintech companies can ensure financial inclusivity in (i) while maintaining profitability 									(2 Marks)
QUESTION FIVE    (15 Marks)

(a) (i) Evaluate the effectiveness of international initiatives such as One Laptop per Child  or Free Basics by Meta (formerly Facebook) in addressing the global digital divide 	(2 Marks) 
(ii) Analyze one success and one limitation of such initiatives 			(2 Marks)
(iii) Recommend an alternative or improved model for sustainable digital inclusion.                               											(2 Marks)
(b)  Mombasa City plans to implement “Smart Traffic Lights” using AI. Identify two potential    benefits and one ethical concern							(4 Marks)
 
(c) Legal law argues that “Whistle-blowing” is an act of justice, while politicians claim it damages organizational stability. Take a stance and defend your argument with evidence    
(5 Marks)
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