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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2022/2023 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE| RCS 436: COURSE UNIT| INFORMATION SECURITY
DATE   _____________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


QUESTION ONE.   [30 Marks]
a) Define the following terms as used in information security:
i) Risk management.                                                                           [2Marks]
ii) Access control.                                                                                [2Marks]
iii) Security.                                                                                           [2Marks]
iv) Content filters.                                                                                  [2Marks]
b) Describe the general questions that should be addressed clearly and concisely in any security policy.                                                                                                      [10Marks]
c) Discuss FOUR password attacks that may occur in an information system.         [8Marks] 
d) Systems-Specific Security Policy (SysSP) falls into TWO groups. Evaluate the groups.    									                                [4Marks]

QUESTION TWO [ 20Marks]
a) A successful organization should have multiple layers of security in place to protect aspects or resources in an organization.  Describe FOUR of these resources. [8Marks]                                           
b) Using a diagram Distinguish between Bottom-Up and Top-Down Approach Information Security Implementation.                                                                                [6Marks]

c) When the incident at hand constitutes a violation of law, the organization may determine involving law enforcement is necessary. Explain some of the benefits of Law Enforcement Involvement.                                                                                   [8Marks]

QUESTION THREE.     [ 20Marks]
a) Describe the key components of the information security triad.                     [6Marks]
b) Show how Technological Obsolescence can lead to security breaches.          [6Marks]
c) Describe the FOUR fundamental functions of access control systems.          [8Marks]

QUESTION FOUR [20 Marks]
a) Information security performs FOUR important functions for an organization. Explain these functions.                                                                                                  [8Marks]

b) Evaluate FOUR reasons why business organizations may filter their content.   [8Marks]
c) Discuss some of the Some technologies have improved the authentication process for remote access systems.                                                                                          [4Marks]

QUESTION FIVE.   [20 Marks]
a) Discuss THREE general causes of unethical and illegal behaviour which eventually compromise security.                                                                                         [6Marks]
b) Describe FOUR Access Control Architecture Models.                                     [8Marks]
c) Explain THREE software attacks that compromise the security of a system, thus leading to security breaches.                                                                                           [6Marks]
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