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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPT/DEC 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RCS 109: INTRODUCTION TO COMPUTER SYSTEMS
DATE: 30TH NOVEMBER 2023	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A: COMPULSORY (30 MARKS)
QUESTION ONE
a) Describe three functions of an operating system providing examples in each. (6 marks)
b) Differentiate between LAN (Local Area Network) and WAN (Wide Area Network) and provide examples of each.							(4 marks)
c) Explain the role of  IP addresses and domain names in addressing of computers on the Internet.									(4 marks)
d) Describe any three potential threats that computer systems face.		(6 marks)
e) Discuss the concept of virtual memory and its significance in modern computer systems.
(4 marks)
f) Explain the ethical responsibilities of software developers and engineers in ensuring the safety and reliability of their products.					(6 marks)

SECTION B: SECTION B (OPTIONAL 2 OUT OF 4)
QUESTION TWO (20 MARKS)
a) Using examples outline any three categories of system software		(6 marks)
b) There exists volatile and non-volatile memory in a computer system. Illustrate where these types of memory are typically used in a computer system? 		(4 marks)
c) Describe the purpose and functionality of the BIOS (Basic Input/Output System) in a computer.									(4 marks)
d) Outline any three components of a motherboard.				(6 marks)

QUESTION THREE (20 MARKS)
a) Explain any three types of firewalls.						(6 marks)
b) Outline any three common security mechanisms used  to secure a network.
(6 marks)
c) Using an example illustrate why the switch is referred to as an intelligent device.
(4 marks)
d) Explain the concept of network protocols and provide examples of commonly used network protocols.								(6 marks)
QUESTION FOUR (20 MARKS)
a) Discuss the ethical challenges associated with the development and deployment of artificial intelligence (AI) systems, especially in areas like bias and fairness.		(6 marks)
b) Explain the ethical concerns related to data privacy and the collection of personal information in the digital age.							(6 marks)
c) Outline two opportunities and two challenges of cybersecurity in computer systems.								                                   (8 marks)
QUESTION FIVE (20 MARKS)
a) [bookmark: _GoBack]Explain the concept of encryption and its role in securing data during transmission and storage.							 	(6 marks)
						
b) Outline the concepts of web browsers, web servers, and hypertext markup language (HTML), and how they facilitate the creation and consumption of web content.											(6 marks)
c) Using an example describe any three goals of information security in a computer system.									(4 marks)
d) The collection and use of personal data by computer systems raise important ethical considerations and challenges. Personal data, including sensitive information such as names, addresses, financial details, and browsing habits, is valuable and must be handled responsibly. Describe any four ethical issues that arise from the scenario above.									(6 marks)							
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