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GENERAL INSTRUCTIONS:


Students are NOT permitted to write on the examination paper during reading time.

This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:
 

This examination paper consists Questions in Section A followed by section B.

Answer Question 1 and any Other Two questions.

QUESTIONS in ALL Sections should be answered in answer booklet(s).  

PLEASE start the answer to EACH question on a NEW PAGE. 

Keep your phone(s) switched off at the front of the examination room.

Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.

ALWAYS show your working.

Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.

Write your REGISTRATION No. clearly on the answer booklet(s).

For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  

DO NOT use your PHONE as a CALCULATOR.

YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.

DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.

SECTION A (COMPULSORY)

QUESTION ONE (COMPULSORY, 30 MARKS).

Part A-Objective Questions

In computer networks, how does the crosstalk generated due to the electromagnetic interference between two copper wires placed in vicinity get reduced?


By twisting the copper wire

By using the repeaters

By using amplifiers

All of the above

Which one of the following network devices rebroadcasts the signals it receives after conditioning them for increased strength and clarity?

Bridge

Repeater

Gateway

Router

In reference to TCP/IP and OSI model State whether the following statements are True or False.

In the TCP/IP model Transport layer guarantees delivery of packets.

The network layer of the OSI model provides both connectionless and connection-oriented service.

The TCP/IP model does not fit any other protocol stack.

i-True, ii-False, iii-False

i-False, ii-True, iii-True

i-False, ii-False, iii-True

i-True, ii-True, iii-False

In reference to network topologies, If the main cable on a bus network fails what happens?

The network remains unaffected

Some of the computers will still work

The whole network fails

One computer fails

In reference to transmission medium, what is the advantage of using a satellite in microwave communication? 

The limitations imposed on distance by the earth's curvature is reduced. 

Remote areas can be serviced. 

Leasing time or frequencies is relatively inexpensive. 

All of the above

In network topologies which of the following is/ are the drawbacks of Ring Topology?

Failure of one computer, can affect the whole network

Adding or removing the computers disturbs the network activity.

If the central hub fails, the whole network fails to operate.

Both of A and B

In computer networks which of the following is required to communicate between two computers?

Communications software

Protocol

Communication hardware

All of the above including access to transmission medium

In computer networks which of these terms refers data carrying capacity of a network

Speed

Latency

Bandwidth

Throughput

In data transmission, which addresses are supposed to be of greater importance for transmitting the data from source to destination?

Physical address

IP address

Both a & b

None of the above

In data communication and computer networks, which combinational package of layers in OSI model is equivalent to an application layer of TCP/ IP model?

Transport, Session & Application Layers

Session, Presentation & Application Layers

Data Link, Transport & Presentation Layers

Network, Session & Application Layers

During a routine inspection, a technician discovered that software that was installed on a computer was secretly collecting data about websites that were visited by users of the computer. Which type of threat is affecting this computer?
DoS attack​

identity theft

spyware
zero-day attack

Which term refers to a network that provides secure access to the corporate offices by suppliers, customers and collaborators?
Internet

intranet

extranet
extendednet

A networking technician is working on the wireless network at a medical clinic. The technician accidentally sets up the wireless network so that patients can see the medical records data of other patients. Which of the four network characteristics has been violated in this situation?
fault tolerance

scalability

security
Quality of Service (QoS)

reliability

What two criteria are used to help select a network medium from various network media? (Choose two.)
the types of data that need to be prioritized

the cost of the end devices utilized in the network

the distance the selected medium can successfully carry a signal
the number of intermediate devices installed in the network

the environment where the selected medium is to be installed
A user is implementing security on a small office network. Which two actions would provide the minimum security requirements for this network? (Choose two.)
implementing a firewall
installing a wireless network

installing antivirus software
implementing an intrusion detection system

adding a dedicated intrusion prevention device

Part B (15 Marks)

Differentiate between the following

Parallel transmission and Serial transmission

Modulation and Demodulation

Peer to Peer Network and Server Based network

Broadband signaling and Baseband Signaling   



(8 Marks)

With the aid of a Sketch explain the operation of a hub-based network topology 

(4 Marks)

Briefly list and explain three types of unbounded data transfer technologies 

(3 Marks)

SECTION B (OPTIONAL 2 OUT OF 4)

QUESTION TWO   (15 MARKS)

Explain the following terms as used in the internet technology 

i) TCP/IP 

ii) Web browser

iii) Telnet 

iv) FTP 

v) Intranet 









(5 Marks) 

i) Describe any four services provided by communication network 

(4 Marks) 

      ii) Explain any three functions of a computer network in an organization 
(3 Marks) 

Discuss why wireless technology necessary 




(3 Marks)

QUESTION THREE (15 MARKS).
a) Two branches of a bank (in two different cities) are connected by a leased line. Describe the type of a network for this lease line 






(5 Marks) 
b) What are the advantages of the OSI model network layers? 


(6 Marks) 

c) Differentiate between MAN and LAN as used in networking 


(4 Marks)
QUESTION FOUR (15 MARKS)

Transmission Control Protocol and User Data Protocol are the two famous transport protocols used on top of IP in the Internet environment. Compare TCP and UDP based on four basic properties and point out the differences 



(8 Marks)
Describe the areas which comprise network management 


(7 Marks)
QUESTION FIVE (15 MARKS)      

As a network designer you will most likely use the following devices to enhance the performance of your network. Highlight the scenarios where you ate likely to use the following devices bringing out clearly the differences between the operations of each. 










(8 Marks)

Switch

Router

Gateway

Repeater

Explain the factors that influence the choice of a network Topology 

(3 Marks)

Describe the three classes of IP addresses.




(4 Marks)
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