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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2023/2024 DIPLOMA IN
COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN
BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
RCS 035: BUSINESS INFORMATION TECHNOLOGY SYSTEMS SECURITY, LAW & GOVERNANCE
[bookmark: _GoBack]DATE: 15TH AUGUST 2024		TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)

QUESTION ONE (30 MARKS)
a) Define information security and explain why an organization should implement multiple layers of security.								(4 Marks)
b) Describe the FIVE phases of the Security Systems Development Life Cycle.												(10 Marks)
c) The value of information comes from the characteristics it possesses. State SIX characteristics of information.						(6 Marks)
d) Distinguish between the following terms:
i). Top-down and bottom-up security implementations, and state one advantage of each.									(6 Marks)
ii). Security service and Security mechanism.				(4 Marks)

SECTION B (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (20 MARKS)
a) Outline TEN issues that complicate the management of information security.												(10 Marks)
b) Identify FOUR actions of computer viruses that can be so annoying.	(4 Marks)
c) Concerning data ownership, explain the following terms:			(6 Marks)
i). Data Owner
ii). Data Custodian
iii). Data Users

QUESTION THREE (20 MARKS)
a) Explain why it is often difficult for organizations to report system attacks to law enforcers.									(2 Marks)
b) With reasons, state why people are regarded as the weakest link in the fight against the insecurity of information systems.					(2 Marks)
c) Describe the following attacks:						(6 Marks)
i). Denial-of-Service (DoS)
ii). Man-in-the-Middle
iii). Spoofing
d) Using a diagram, illustrate the network access security model discussed in class.											(10 Marks)

QUESTION FOUR (20 MARKS)
a) State FIVE categories of people involved in the design and implementation of an information systems security policy.					(5 Marks)
b) You have been contracted to develop a security policy for Riara University. Highlight FIVE benefits the university is likely to realize by having a security policy.												(5 Marks)
c) Based on the ISO 17799 standard, explain FIVE issues that may be covered under access control.								(10 Marks)

QUESTION FIVE (20 MARKS)
1. Define encryption and distinguish between private key cryptosystems and public key cryptosystems.								(6 Marks)
1. State TEN factors that should be considered to implement a successful security policy.									(5 Marks)
1. Describe the Ceasar cipher and give an example.				(5 Marks)
1. Distinguish between laws and ethics as applied in the field of information security.											(4 Marks)


END OF EXAM
Page 1 of 3

image1.jpeg
Riaraly

University




