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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2024/2025 DIPLOMA IN
COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN
BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
RCS 035: BUSINESS INFORMATION TECHNOLOGY SYSTEMS SECURITY, LAW & GOVERNANCE
DATE: __________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)
[bookmark: _GoBack]QUESTION ONE (30 MARKS)
a) Which of the following best defines information systems security?		(1 Mark)
A) Protecting data from unauthorized access
B) Backing up data regularly
C) Installing antivirus software
D) Encrypting user passwords only
b) Which of the following is NOT a principle of information security?		(1 Mark)
A) Confidentiality
B) Integrity
C) Availability
D) Efficiency
c) A firewall is used to:								(1 Mark)
A) Store backup data
B) Monitor employee attendance
C) Prevent unauthorized access to or from a private network
D) Enhance network speed
d) Which one of these is an example of a social engineering attack?		(1 Mark)
A) Phishing
B) Ransomware
C) Brute-force attack
D) SQL injection
e) What does the term malware refer to?					(1 Mark)
A) A security policy
B) A programming language
C) Malicious software
D) A firewall setting

f) Differentiate between a virus and a worm.					(3 Marks) 
g) Explain the CIA triad and its importance in information systems security.	(6 Marks)
h) Describe FIVE best practices for securing information systems in an organization.												(10 Marks)
i) Identify and discuss THREE challenges organizations are likely to face in achieving effective information systems security.					(6 Marks)

SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION TWO (15 MARKS)
a) Define the term Confidentiality in the context of information security.	(2 Marks)
b) Explain the purpose of encryption in information systems.			(3 Marks)
c) Discuss FIVE common threats to information systems security.		(10 Marks)

QUESTION THREE (15 MARKS)
a) Define computer ethics.							(1 Mark)
b) Describe THREE properties that make computers a special case.		(6 Marks)
c) Discuss the weaknesses and strengths of the Kantian and Consequentialist theories as applied in computer ethics.							(8 Marks)

QUESTION FOUR (15 MARKS)
a) Outline FIVE components of an effective security policy.			(5 Marks)
b) Briefly explain THREE objectives of a security policy.			(6 Marks)
c) Differentiate between a security policy and a security procedure.		(4 Marks)

QUESTION FIVE (15 MARKS)
a) Define IT Governance.							(2 Marks)
b) List THREE key areas addressed by IT governance frameworks.		(3 Marks)
c) Explain THREE benefits of IT governance.					(6 Marks)
d) Explain TWO challenges faced in implementing IT governance.		(4 Marks)

END OF EXAM
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