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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 DIPLOMA IN CYBER SECURITY | DIPLOMA IN ETHICAL HACKING AND INFORMATION SECURITY
RES 025: COMMUNICATION SECURITY
DATE: 11TH DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)
QUESTION ONE (30 Marks)
a) Explain the basic concepts of communication, including the sender-receiver model, encoding-decoding process, and the role of channels and noise in communication. 											(5 Marks)
b) Differentiate between verbal and non-verbal communication and provide examples of when each is used in a professional setting.					(5 Marks)
c) Identify three potential security risks associated with using modern communication technologies. 									(5 Marks)
d) List five secure communication measures and explain how one of them protects sensitive data. 										(5 Marks)
e) Describe a case study where a communication security breach occurred. What were the consequences, and how could the breach have been avoided?		(5 Marks)
f) Compare and contrast two types of mobile malware and how they affect the device and the user.									(5 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION TWO (20 Marks)
a) Define encryption and explain its purpose in securing communications. 	(5 Marks)
b) Explain how encryption ensures confidentiality and data integrity in communication. 											(10 Marks)
c) Discuss Two (2) limitations of encryption and how it can be addressed. 	(5 Marks)

QUESTION THREE (20 Marks)
a) List three key factors that must be considered when designing a secure communication protocol.									(6 Marks)
b) Describe ALL mobile generations stating the key features of each generation.												(10 Marks)
c) Assume you are working at a local Cybersecurity institue, propose an access control method that ensures only authorized users can access sensitive communication data. 											(4 Marks)
QUESTION FOUR (20 Marks)
a) Identify and briefly describe two common social engineering tactics. 	(5 Marks)
b) Analyze how these tactics exploit human behavior to bypass security measures. 												(5 Marks)
c) Suggest two strategies that organizations can use to mitigate social engineering attacks. 											(5 Marks)
d) With the aid of a diagram, outline the process of communication.		(5 Marks)

[bookmark: _GoBack]QUESTION FIVE (20 Marks)
a) Explain how phishing works and why it is a common mobile threat.	(2 Marks)
b) Identify and explain five (5) protocols supported by SMS. 			(10 Marks)
c) d) Discuss the five (5) main email protocols.    				(5 Marks)
d) Imagine a future where technology significantly alters how we communicate. Discuss the potential benefits and drawbacks of these changes.			(3 Marks)
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