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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2022/2023 FOR DIPLOMA IN ETHICAL HACKING
COURSE CODE: RES 024                                           COURSE TITLE: NETWORK SECURITY
DATE_______________________				TIME: 2 HOURS 15 MINS

Instructions:
Answer All Questions

1. Choose the correct option describing the primary purpose of a Virtual Private Network (VPN):
   a) Establishing secure remote connections
   b) Encrypting network traffic for secure transmission
   c) Optimizing network performance and bandwidth allocation
   d) Assigning IP addresses to network devices

2. Select the common types of VPN from the following options: (Select all that apply)
   a) IPsec VPN
   b) SSL VPN
   c) PPTP VPN
   d) L2TP VPN
   e) MPLS VPN

3. Identify the description that matches the OpenVPN protocol:
a) A proprietary VPN protocol developed by Cisco Systems
b) A protocol used for secure remote administration of routers
c) An open-source VPN protocol that uses SSL/TLS for secure communication
d) A protocol used for secure file transfer over a network

4. Indicate the models of VPN deployment: (Select all that apply)
   a) Site-to-Site VPN
   b) Remote Access VPN
   c) Extranet VPN
   d) Intranet VPN
   e) Hybrid VPN

5. Define a VPN security framework:
a) b) A hardware device that protects VPN servers from DDoS attacks
b) A set of guidelines and practices for securing VPN connections

c) A software application that encrypts VPN traffic
d) A protocol used for secure communication between VPN clients and servers

6. Identify the security issues associated with VPNs: (Select all that apply)
   a) VPN separation
   b) VPN spoofing
   c) DoS against the network's backbone
   d) Misconfigurations
   e) Sniffing
   f) Inside attack forms

7. Choose the countermeasures for VPN threats: (Select all that apply)
a) Using strong authentication mechanisms
b) Encrypting VPN traffic
c) Implementing intrusion detection systems
d) Sharing VPN credentials openly
e) Implementing VPN separation

8. Define a rogue access point:
a) A hardware device that protects routers from physical attacks
b) A protocol used for secure remote administration of routers
c) A software application that encrypts wireless network traffic
d) An unauthorized access point that poses a security risk in a wireless network

9. What is Wired Equivalent Privacy (WEP)?
a) A protocol used for secure file transfer over a network
b) A hardware device that protects routers from unauthorized access
c) A security protocol used to secure wireless LANs
d) A protocol used for securely transmitting data packets over a network

10. Identify the types of attacks commonly targeted at wireless LANs: (Select all that apply)
a) Brute-force attack
b) Denial of Service (DoS) attack
c) Eavesdropping attack
d) Rogue access point attack
e) Man-in-the-Middle (MitM) attack
11. List the countermeasures for securing wireless LANs: (Select all that apply)
a) Enabling MAC address filtering
b) Using strong encryption protocols (e.g., WPA2, AES)
c) Regularly updating access point firmware
d) Implementing wireless intrusion detection systems
e) Disabling SSID broadcasting
12. Define a router:
a) A software application that encrypts network traffic for secure transmission
b) A hardware device that protects routers from unauthorized access
c) A protocol used for routing network traffic
d) A networking device that forwards data packets between computer networks
13. Enumerate the key functions of a router: (Select all that apply)
   a) Directing network traffic
   b) Translating IP addresses
   c) Establishing VPN connections
   d) Implementing firewall rules
   e) Performing network address translation (NAT)

14. What is the purpose of MAC addresses in routing?
a) To encrypt network traffic for secure transmission
b) To establish VPN connections
c) To uniquely identify devices on a network
d) To assign IP addresses to network devices

15. What are the protocols commonly used on routers? (Select all that apply)
a) TCP/IP
b) OSPF
c) HTTP
d) BGP
e) ICMP
f) SMTP
g) RIP

16. What is the purpose of a routing table?
a) To prevent unauthorized access to routers
b) To store information about network destinations and the best paths to reach them
c) To encrypt network traffic for secure transmission
d) To assign IP addresses to network devices

17. Define Network Address Translation (NAT):
a) A protocol used for secure remote administration of routers
b) A hardware device that protects routers from unauthorized access
c) A technique used to modify IP addresses and port numbers in IP packets
d) A protocol used for securely transmitting data packets over a network

18. What are the risks associated with router misconfigurations? (select all that apply)
a) Increased network performance
b) Enhanced security measures
c) Unauthorized access to router settings
d) Network downtime and instability
e) Data breaches and information disclosure
f) Inefficient routing and network congestion
19. What is the purpose of RFC 1483 in router configuration?
   a) It defines the standard format for routing table entries
   b) It specifies the requirements for IPsec VPN implementation
   c) It describes the protocol used for network address translation (NAT)
   d) It defines the encapsulation of IP packets over DSL connections

20. List common troubleshooting techniques for routers: (Select all that apply)
   a) Checking cable connections
   b) Verifying routing table entries
   c) Rebooting the router
   d) Updating router firmware
   e) Monitoring network traffic using packet sniffers
21. Define an Intrusion Detection System (IDS).
a) A hardware device that protects routers from unauthorized access.
b) A security system that monitors network traffic for suspicious activities or policy violations.
c) A protocol used for secure remote administration of routers.
d) A software application that encrypts network traffic for secure transmission.

22. State the reasons for the necessity of an IDS in a network. (Select all that apply)
    a) Detection and prevention of network intrusions and attacks.
    b) Optimization of network performance and bandwidth allocation.
    c) Assignment of IP addresses to network devices.
    d) Enforcement of security policies and regulations.

23. Identify the components that comprise an IDS. (Select all that apply)
a) Firewall.
b) Database.
c) Console.
d) Sensors
e) Alerting system.

24. Differentiate between network-based IDS (NIDS) and host-based IDS (HIDS).
    a) NIDS monitors network traffic, while HIDS monitors activities on individual hosts.
    b) NIDS is a hardware device, while HIDS is a software application.
    c) NIDS protects routers from DDoS attacks, while HIDS protects against malware.
    d) NIDS uses signatures for detection, while HIDS uses anomaly detection techniques.

25. Enumerate the limitations associated with IDS. (Select all that apply)
    a) False positives and false negatives.
    b) Inability to detect encrypted traffic.
    c) High deployment and maintenance costs.
    d) Limited scalability for large networks.

26. Define an Intrusion Prevention System (IPS)
a) A protocol used for securely transmitting data packets over a network.
b) A hardware device that protects routers from unauthorized access.
c) A software application that encrypts network traffic for secure transmission.
d) A security system that detects and actively blocks suspicious network traffic.

27. List the types of IPS. (Select all that apply)
a) Network-based IPS (NIPS).
b) Host-based IPS (HIPS).
c) Behavior-based IPS.
d) Signature-based IPS.
e) Anomaly-based IPS.

28. Specify the countermeasures employed by an IPS. (Select all that apply)
a) Encrypting all network traffic
b) Blocking suspicious IP addresses or ports.
c) Notifying administrators of detected intrusions.
d) Disconnecting the affected network devices.
e) Updating firewall configurations.
f) Automatically applying security patches.

29. Identify the risks associated with implementing an IPS. (Select all that apply)
    a) False positives leading to legitimate traffic being blocked.
    b) Performance impact on network throughput.
    c) Incompatibility with existing network infrastructure.
    d) Unauthorized access to IPS settings.

30. Determine the purpose of open-source scanning software in intrusion detection.
a) Encrypting network traffic for secure transmission.
b) Assigning IP addresses to network devices.
c) Scanning networks for vulnerabilities and security weaknesses
d) Establishing VPN connections.
31. What is access control in the context of information security?
a) The physical security measures put in place to protect a facility
b) The process of managing and restricting user permissions and privileges
c) The encryption of data for secure transmission over a network
d) The process of assigning IP addresses to network devices

32. List some concepts related to access control. (Select all that apply)
a) Decryption
b) Authentication
c) Authorization
d) Accounting
e) Encryption
33. State the role of access control techniques in information security.
a) To ensure that only authorized individuals cannot access resources
b) To optimize network performance and bandwidth allocation.
c) To assign IP addresses to network devices.
d) To ensure that only authorized individuals can access resources.
e) To enforce security policies and regulations.

34. Define Non-Discretionary Access Control.
a) A model where access is granted based on the user's discretion.
b) A model where access control is based on roles and permissions.
c) A model where access is granted based on encryption keys.
d) A model where access control decisions are made by the system, not the user

35. Explain Role-Based Access Control (RBAC).
a) A model where access is granted based on the user's discretion.
b) A model where access control is based on roles and permissions.
c) A model where access control decisions are made by the system, not the user.
d) A model where access is granted based on encryption keys.

36. Describe the Chinese Wall model.
    a) An access control model that prevents conflicts of interest in information access.
    b) An access control model that uses encryption to secure data transmission.
    c) An access control model that restricts access based on IP addresses.
    d) An access control model that grants access based on the user's discretion.

37. Identify the access control models. . (select all that apply)
a) Single Sign-On (SSO).
b) Discretionary Access Control (DAC).
c) Mandatory Access Control (MAC).
d) Role-Based Access Control (RBAC).
e) Rule-Based Access Control (RBAC).
f) Lattice-Based Access Control (LBAC).

38. State the purpose of Access Control Lists (ACLs) in routers.
a) To encrypt network traffic for secure transmission.
b) To assign IP addresses to network devices.
c) To control network traffic based on specified rules and policies.
d) To establish VPN connections.

39. Explain the principle behind Lattice-Based Access Control (LBAC).
    Options:
a) Access control is determined by the user's discretion.
b) Access control is granted based on encryption keys.
c) Access decisions are made based on mathematical lattice structures
d) Access control is based on roles and permissions.

40. Identify the key considerations in implementing an effective access control system. (select all that apply)
    a) User authentication and authorization.
    b) Regular access control reviews and audits.
    c) Implementation of strong encryption protocols.
    d) Physical security measures for data centers.

41. State the purpose of an intrusion detection system (IDS).
    a) To detect and respond to unauthorized access attempts or malicious activities in a network.
    b) To assign IP addresses to network devices.
    c) To encrypt network traffic for secure transmission.
    d) To establish virtual private network (VPN) connections.

42. Identify the components of an intrusion prevention system (IPS). (select all that apply)
a) Sensors.
b) Analysis engine.
c) Decision-making module.
d) Enforcement module.
e) Logging and reporting system.

43. Explain the difference between a network-based IDS (NIDS) and a host-based IDS (HIDS)
a) NIDS is a hardware device, while HIDS is a software application.
b) NIDS monitors network traffic, while HIDS monitors activities on individual hosts
c) NIDS protects routers from DDoS attacks, while HIDS protects against malware.
d) NIDS uses anomaly detection techniques, while HIDS uses signature-based detection.

44. The following are all limitations of intrusion detection systems (IDS) EXCEPT.
a) False positives and false negatives.
b) Inability to detect encrypted traffic.
c) High deployment and maintenance costs.
d) Ineffective against insider threats
e) Limited scalability for large networks.

45. Define an intrusion prevention system (IPS).
a) A protocol used for securely transmitting data packets over a network.
b) A hardware device that protects routers from unauthorized access.
c) A security system that detects and actively blocks suspicious network traffic
d) A software application that encrypts network traffic for secure transmission.

46. List the types of intrusion prevention systems (IPS). . (select all that apply)
    a) Network-based IPS (NIPS).
    b) Host-based IPS (HIPS).
    c) Signature-based IPS.
    d) Anomaly-based IPS.

47. Which of the following are common delivery methods for malware? (Select all that apply)
a) Physical mail
b) Social media posts
c) Phishing emails
d) USB flash drives
e) Software updates

48. Identify the risks involved in implementing an IPS. . (select all that apply)
    a) False positives leading to legitimate traffic being blocked.
    b) Performance impact on network throughput.
    c) Incompatibility with existing network infrastructure.
    d) Unauthorized access to IPS settings.

49. What is an access control system?
a) A system that encrypts network traffic for secure transmission.
b) A system that manages and enforces user access to resources based on predefined policies
c) A hardware device that protects routers from unauthorized access.
d) A software application that assigns IP addresses to network devices.

50. List some common access control techniques. (select all that apply)
    a) Discretionary Access Control (DAC).
    b) Role-Based Access Control (RBAC).
    c) Mandatory Access Control (MAC).
    d) Network Address Translation (NAT).
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