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Abstract—Peer to peer (P2P) e-commerce applications exist
at the edge of the Internet with vulnerabilities to passive and
active attacks. These attacks have pushed away potential business
firms and individuals whose aim is to get the best benefit
in e-commerce with minimal losses. The attacks occur during
interactions between the trading peers as a transaction takes
place. In this paper, we propose how to address Sybil attack,
which is a kind of active attack. The peers can have bogus and
multiple identity to fake their own ones. Most existing work,
which concentrates on social networks and trusted certification,
has not been able to prevent Sybil attack peers from participating
in transactions. Our work exploits the neighbor similarity trust
relationship to address Sybil attack. In this approach, referred to
as SybilTrust, duplicated Sybil attack peers can be recognized as
the neighbor peers become acquainted and hence more trusted to
each other. Security and performance analysis shows Sybil attack
can be minimized by our proposed neighbor similarity trust.

Keywords-P2P; trust; Sybil attack; collusion attack; neighbor
similarity.

I. INTRODUCTION

P2P networks range from communication systems like email
and instant messaging to collaborative content rating, recom-
mendation, and delivery systems such as YouTube, Gnutela,
Facebook, Digg, and BitTorrent. They allow any user to join
the system easily at the expense of trust, with very little vali-
dation control. Peers can collude and do all sorts of malicious
activities. These malicious behaviors lead to service quality
degradation and monetary loss among business partners. Peers
are vulnerable to exploitation, due to the open and near-
zero cost of creating new identities. However, if a single
defective entity can present multiple identities, it can control
a substantial fraction of the system, thereby undermining this
redundancy [1]. The number of identities that an attacker
can generate depends on the attacker’s resources such as
bandwidth, memory, and computational power [2]. The goal
of trust systems is to ensure that honest peers are accurately
identified as trustworthy and Sybil peers as untrustworthy.

In Sybil attack, malicious peers forge a lot of fake identities
to disrupt the P2P e-commerce network protocols. Defending
against Sybil attack is quite a challenging task. A peer can
pretend to be trusted with a hidden motive. The peer can pol-
lute the system with bogus information, which interferes with
genuine business transactions and functioning of the systems
[3]. This must be counter prevented to protect the honest peers.
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The link between a honest peer and a Sybil peer is known as
an attack edge. As each edge involved resembles a human-
established trust, it is difficult for the adversary to introduce an
excessive number of attack edges. The only known promising
defense against Sybil attacks is to use social networks to
perform user admission control and limit the number of bogus
identities admitted to the system [4],[5],[8],[9]. The use of
social networks between two peers represents real-world trust
relationship between users. In addition, authentication-based
mechanisms are used to verify the identities of the peers using
shared encryption keys, or location information.

Most existing work on Sybil attack makes use of social
networks to eliminate Sybil attack and the findings are based
on preventing Sybil identities. In this paper, we propose use
of neighbor similarity trust in a grouped P2P e-commerce
based on interest relationships, to eliminate maliciousness
among the peers. This is refered to as SybilTrust. In SybilTrust,
the interest based group infrastructure peers have a neighbor
similarity trust between each other, hence able to prevent Sybil
attack. SybilTrust gives a better relationship in e-commerce
transactions as the peers create a link between peer neighbors.
This provides an important manner for peers to advertise
their products to other interested peers and to know new
market destinations and contacts as well. In addition, the group
enables the peer to join P2P e-commerce network and makes
faking an identity more difficult.

Peers use self-certifying identifiers that are exchanged when
they initially come into contact. These can be used as public
keys to verify digital signatures on the messages sent by their
neighbors. All communications between peers are digitally
signed. In this kind of relationship, we use neighbor as our
point of reference to address Sybil attack. Notice that in a
group, whatever admission we set, there are honest, malicious,
and Sybil attack peers who are authenticated by an admission
control mechanism to join the group.

More honest peers are admitted compared to malicious
peers, where the trust association is aimed at positive results.
The knowledge of the social graph may reside in a single party,
or be distributed across all users. In our work, we use the
distributed admission control which only requires each peer
to be initially aware of only its immediate trusted neighbors,
and look for honest neighbors. The neighbors assist to locate
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other neighbors. We make an important observation about the
challenges of Sybil resilient peers in admission. It has been
impossible to get an algorithm which can detect all Sybil attack
peers and identify all the honest peers. We further propose a
centralized setting for admission control as long as the peers
have already been partially admitted in a group.

In this paper, we present a distributed structured approach to
Sybil attack. This is derived from the fact that our approach is
based on the neighbor similarity trust relationship among the
neighbor peers. Given a P2P e-commerce trust relationship
based on interest, the transactions among peers are random
as each peer can decide to trade with another peer any
time. A peer doesn’t have to consult others in the group
unless a recommendation is needed. This approach shows the
advantage in exploiting the similarity trust relationship among
peers in which they are able to monitor each other.

Our contribution is threefold:

1) We propose SybilTrust that can identify and protect
honest peers from Sybil attack. The Sybil attack identity
peers will have their trust cancelled and dismissed from
the group.

Based on the group infrastructure in P2P e-commerce,
each neighbor is connected to the peers by the success
of the transaction it makes or the trust evaluation level.
A peer can only be recognized as a neighbor depending
if its trust level is sustained over a threshold value.
SybilTrust enable neighbor peers carry recommendation
identifiers among the peers in a group. This ensures
the group detection algorithms to identify Sybil attack
peer are efficient and scalable to large P2P e-commerce
networks.

2)

3)

To achieve the results, SybilTrust uses a distributed al-
gorithm to perform neighbor validation to ensure that the
neighbor similarity trust information is kept as honest and
secure as possible. This is able to limit the number of admitted
Sybil attack peer identities to a very small number while
admitting almost all the honest identities. After we admit a
number of attack edges to cover more peers, the number of
admitted Sybil attack peer identities remains very low. In this
paper, we note that: 1) Sybil attack peers tend to be poorly
connected to the rest of the network, compared to the non-
Sybil peers; 2) Sybil attack peers use various graph analysis
techniques to search for topological features resulting from the
limited capacity of Sybil attack peer to establish social links.

Organization of this paper: First, we introduce related
work in Section II. Next, we give system models and mo-
tivation in Section III. Section IV shows preliminaries. The
proposed approach is presented in Section V. Section VI deals
with trust evaluation between neighbor peers. Security and
performance analysis is given in Section VII. Section VIII
summarizes our conclusions and discusses future work.

II. RELATED WORK

There has been much excitement in the research community
using social networks to mitigate multiple identity, or Sybil
attack. In the literature, Sybil attack can be thwarted by various
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ways: 1) binding identities to IP addresses, or IP prefixes
[13] and 2) aaking every identity to solve puzzles that require
human effort, such as CAPTCHAs [14]. The protection of the
adversary can readily steal IP addresses with different prefixes
in today’s Internet [15].

Douceur is the first to describe Sybil attack in the context
of P2P networks [1]. He proposed that Sybil attack can defeat
redundancy mechanisms of distributed storage systems. He
claimed trusted certification is the only approach that has
the potential to completely eliminate Sybil attack. Trusted
certification relies on a centralized authority that must ensure
each entity is assigned exactly one identity, as indicated
by possession of a certificate. Due to its single-point-failure
problem, the Douceur approach may not be applicable to
decentralized P2P e-commerce. In his initial paper on Sybil
attack, he already proved a negative result showing that Sybil
attack cannot be prevented unless special assumptions are
made. He also proposed that, to prevent all Sybil attacks,
the certifying authority must also ensure that no certificates
are lost or stolen, which is probably impossible in almost all
applications.

SybilGuard [5] uses a special kind of random walk, called
random routes, in the social network. In this case, real-world
social networks exhibit expander properties. The gatekeeper
limits the number of admitted Sybil identities per attack edge.
While its direction is promising, SybilGuard suffers from two
major limitations. First, although the end guarantees of Sybil-
Guard are stronger than previous decentralized approaches,
they are still rather weak in the absolute sense. Each attack
edge allows Sybil attack peers to be accepted. Second, Sybil-
Guard critically relies on the assumption that social networks
are fast-mixing, an assumption that had not been validated in
the real world. SybilGuard assumes if there is a small set of
attack edges, a number of nodes will be disconnected.

Ostra [16] assumes global knowledge about the social
network. This method does not provide guarantees that are
provable. Online communication media and social networking
sites allow any sender to reach potentially millions of users
at near zero marginal cost. Unfortunately, the same property
opens the door to unwanted communications, marketing, and
propaganda. An evaluation based on data gathered from an
online social networking site shows that Ostra effectively
thwarts unwanted communications while no impeding legit-
imate communications.

SumUp [11] uses adaptive maximum flow on the social net-
work to bound the number of Sybil identities (voters) accepted
per attack edge. It also assumes global knowledge about the
social network. It leverages social network underlining the
accounts to defend against Sybil attack. It mainly deals with
online voting systems. The attacker prepares to cast bogus
votes for an object. SumUp also leverages users’ feedback to
further reduce the number of bogus votes cast by the attacker,
if the attacker keeps doing that for different objects.

Sybillnfer [8] model proves that Sybil attack peers will
increase the mixing time of the graph and thus affect the
probability that a random walk starting from a region will
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end within that region. This model alludes to decentralized
designs, but none of them provides a complete design that
is decentralized. There is no result proven on how much the
probability is affected. Sybil-Infer determines the probability
via sampling, which by itself has unknown estimation error. As
a result, Sybillnfer is not able to prove an end-to-end guarantee
on the number of Sybil attack peers accepted. The algorithm
proposed by Xu et al. [10] calculates the shortest path between
every pair of nodes within the network in each round, which
makes it impractical for even small-sized social networks. In
contrast, SybilDefender only relies on performing a limited
number of random walks in the social graph, and it scalable
to large networks

Different from SybilLimit [3] with the goal of limiting the
number of accepted Sybil nodes, Ostra and SumUp further
leverage feedback to modify the weight of the edges in the
social network dynamically.

Yu et al. [17] proposed DSybil, a novel defense for di-
minishing the influence of Sybil identities in recommendation
systems. DSybil provides strong provable guarantees that hold
even under the worst-case attack and are optimal. DSybil can
defend against an unlimited number of sybil identities over
time. DSybil uses feedback to defend against Sybil attack in
the context of recommendation systems and provides strong
provable end-to-end guarantees. In scenarios where feedback
is available, we expect that combining these feedback-based
techniques with neighbor similarity trust can further strengthen
the defense. All the above, have not been able to give a
guarantee to address Sybil attack.

A global trust model, EigenTrust [18], proposed by S.
Kamvar is based on the transfer of trust. Iterating the trust
of neighbor peers, EigenTrust calculates the global trust value
built on a web of trust to reflect a peer’s credibility. This
method has a higher time complexity and a lower ability to
resist risk. It adopts a binary rating function, interpreted as
either positive one (representing satisfactory), zero, or negative
one (representing unsatisfactory or a complaint). The work by
Kamvar did not explicitly distinguish transaction reputation
or recommendation reputation. EigenTrust does not take into
account user dynamics, the effect of credibility, or attacks and
threats.

Eigen group trust model in grouped P2P communities [19],
proposed an effective trust system built on top of a P2P group
infrastructure. The model is based on a delegation system
that manages trust not only within communities, but also
between different communities. It had its own weakness. First,
it aimed at reducing the issue of overloading the network,
which it never achieved satisfactorily. Second, it never took
into consideration the issue of user dynamics, in which peers
change their ways of operation, produce several identities, and
become malicious in course of transactions. In their approach,
how to effectively compute, or evaluate similarity degree
between peers in a group is not investigated.

In contrast to all these efforts, our proposed SybilTrust
uses the neighborhood similarity trust relationship to address
Sybil attack. In the neighborhood, peers join groups of their
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own interest. The groups are formed by peers distributing
information in a multipath by the small world phenomenon. In
this case, the method ensures that the recommendation given
is the right one to be delivered to the destination. We use the
idea of identifiers in a distributed system so as to avoid the
peers being compromised by Sybil and malicious peers. With
combination of our method and the methods like SybilGuard
and SybiLimit, aimed at using the feedback to address the
Sybil attack, we can further strengthen the defense.

In summary, SybilGuard and SybilLimit have a number
of design features that facilitate their use in decentralized
systems. Similarly, SumUp [11] has optimizations specific to
online content voting systems. Compared to other attacks,
Sybil attack can easily interfere with many network protocols,
such as voting, data aggregation, reputation evaluation, and so
on. This is because a large portion of the nodes in the network
could be illegitimate entities.

III. MODELS AND MOTIVATIONS

In this section, we describe our network model and the
attack model.

A. Network Model

We consider a group with a number of peers which have
open and anonymous characteristics. A peer can not make its
own decisions on trust to another peer unless it is a member
of the group. Each peer relates to other peers depending on
the trust it has. A graph G is a tuple (V E), where V is
a set of vertices and F is a set of edges. Specifically, V
= {v1,va,---, v, } represents the peers available, and £ =
{e1, e, ..., ey} represents the edges among the peers. An edge
is an ordered pair (v, z) of vertices, where v is called a trustor,
and z is called a trustee. If vertex z is adjacent to vertex v,
there is an edge (v, 2) in E from v to z. Notice that if there
is an edge (v, 2) in F, then there is also an edge (z,v) in E.

The neighborhood of a peer v in a P2P e-commerce is
N(v) = {z/(v,2z) € E}. Each peer v maintains a set of
identifiers of its neighbors N (v), in which each one is unique.
Messages can be sent from a peer v to a peer z, provided that
v knows the identifier of z. Any packet broadcast by a peer
is received by all its neighbors. Each edge in F, for example,
from peer a to peer b, has two trust factors, namely, trust value
t(a,b), and risk level r(a,b), both of which take values from
a real interval (0, 1].

B. Attack Model

Some peers may launch arbitrary attacks to interfere with
P2P e-commerce operations, or the normal functioning of the
network. Major attacks in P2P e-commerce can be classified
as passive and active attacks.

o Passive attack: It listens to incoming and outgoing mes-
sages, in order to infer the relevant information from
the transmitted recommendations, i.e., eavesdroping, but
doesn’t harm the system. A peer can be in passive mode
and later in active mode.
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e Active attack: When a malicious peer receives a rec-
ommendation for forwarding, it can modify, or when
requested to provide recommendations on another peer, it
can inflate or bad mouth. The bad mouthing is a situation
where a malicious peer may collude with other malicious
peers to revange the honest peer.

In this paper, we focus on the active attacks in P2P e-
commerce. When a peer is compromised, all the information
will be extracted. In our work, we have proposed use of
SybilTrust which is based on neighbor similarity relationship
of the peers.

IV. PRELIMINARIES

Our approach is different from the approaches already
proposed, e.g., SybilLimit [3] and SybilGuard [4]. This ap-
proach is designed to work in a distributed setting where each
peer is initially only aware of its immediate neighbors. The
system consists of n peers who are either honest or malicious.
The honest peers are more than the malicious peers for an
ideal business scenario. There exists a unidirectional interest
graph among all peers in a group. If two peers are honest,
they represent an honest trust relationship. Each peer has
six keys, namely, individual key, pairwise key, session key,
group key, recommendation authentication code key (T,AC),
and Encryption key. Some keys in this approach may exist
as private or public, depending on the magnitude and their
individual applications. Mostly, when shared among all peers,
they exist as public keys. They will also be private for the
group members, as they cannot be shared to other member
peers who have not been admitted to the group.

The Sybil attack peers collude with each other, and attack
honest peers hence are referred to as adversaries. The Sybil
attack peer can behave in Byzantine fashion. Our approach
assumes an attacker has relationship with honest peers and
may refer them as honest neighbors. Each peer acts as an
admission controller, hence can judge which peer to admit and
be its own controller to any malicious peer. The controller can
be a suspect to others unless they have exchanged credentials
and proved it is an honest peer. Each peer has a locally
generated public/private key pair. The key generated by the
relationship between two peers is known as a pairwise key.

Neighbor distribution for a particular interest to its neigh-
bors can be a multi-hop link from a peer to its trusted neighbor,
then to other neighbors. This is a small world phenomenon,
where links created with distance neighborhood are very
important in any business transaction. The trust being created
increases as a peer links to others who validate it in different
transactions.

In SybilGuard approach, a random walk starting from an
honest peer in the social network is known as escaping, if it
ever crosses any attack edge. Any connected social network
with n peers, and ¢ attack edges, has probability of length
random walk starting from a uniformly random honest peer
being escaping at most gl/n.
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V. OUR PROPOSED APPROACH

In this paper, our approach is in two parts, where part A4
deals with the detection of the attack and part B deals with
distribution in neighbor similarity trust approach.

A. Similarity Trust Relationship

The SybilTrust protocol consists of two phases: a bootstrap
phase, where each peer acts as an identifier source to dis-
seminate identifier throughout the network, and a distribution
phase, where each peer is determined whether it is a Sybil or
not.

In our work, similarity of each pair of peers over the same
set of neighbors is based on interest in a pair of peers, for
instance peer; and peer;, are represented as p;, and p; respec-
tively. if NV, is the set of peer p;’s neighbors, and N; is the set
of peer p;’s neighbors. IV;; is the set of common neighbors
of p; and p; assuming that the feedback is given by the peers
which trade with that peer, hence which are in the same or
different groups defined as S;; is the similarity between p;’s
and p;’s trust value, about the same set of neighbors. It can be
defined by the feedback of p;’s and p;’s trust values, denoted
as S;;. If represents p;’s local feedback about p;, this also
shows p;’s behavior in different transactions. Considering the
set of common neighbors of p;, and p;, we use L(i,j) to
present p;’s feedback about p;, and the p;’s report about p;’s
behavior, It is equal to as the trust value. Thus, (); =<
L(i, Hy), L(AHQ), ..., L(i, H,) > is the p;’s trust vector about
neighbors; Q; =< L(j, H1), L(j, H2), ..., L(j, H,) > is p;’s
trust vector.

Similarity can be determined as the cosine angle between
QL and QJ, whereby S§;; is calculated as equation (1):

erN (nL)iz % (nL) s
\/EIEN” ir EzeNij (nL)?z

£lg.[[r = HQJ = 0,and S;; =0, 1fHQZ -1, orHQJ —0.
[ ;] denotes the matrix of neighbor similarity trust. We note
that similarity relationship is symmetric [7], i.e, S;; = Sj;.

Si;

(M

B. Detection of Sybil Attack Based on Neighbor Similarity
Trust

In Sybil attack, each malicious peer will forge multiple
identity which does not physically exist within a network, in
order to mislead the legitimate peers and honest peers into
believing that they have many neighbors [4]. In this paper, we
assume there are three kinds of peers in the system: legitimate
peers, malicious peers, and Sybil attack peers. Each malicious
peer cheats its neighbors by creating multiple identity, referred
to as Sybil attack peers.

In this paper, P2P e-commerce communities are in several
groups. A group can be either open or restrictive depending on
the interest of the peers. We investigate the peers belonging to
a certain interest group. In each group, there is a group leader
who is responsible for managing coordination of activities in
a group [20]. If the malicious peer is the leader of the group,
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after several transactions can be discovered as per the feedback
by neighbors and voted out. When peers join a group, they
acquire different identities in reference to the group. Each peer
has neighbors in the group and outside the group. Sybil attack
peers forged by the same malicious peer have the same set of
physical neighbors that a malicious peer has. Each neighbor
is connected to the peers by the success of the transaction it
makes or the trust evaluation level. To detect the Sybil attack,
where a peer can have different identity, a peer is evaluated
in reference to its trustworthiness, and the similarity to the
neighbors. If the neighbors do not have same trust data as the
concerned peer, including its position, it can be detected that
the peer has multiple identity and is cheating. The method of
detection of Sybil attack is depicted in Fig. 1. A; and A, refer
to the same peer but with different identities.

~

Fig. 1. Detection of Sybil attack.

When Sybil attack happens, A; and A, will both send
messages.

A A
AjPl1 — ]\JPI2 (2)
Mpy  Mpz’

P2 P2

A As
Mpy Mpz

P3 P3

If equations (2) and (3) are correct, Sybil attack must have
happened, for the exclusive geographical position with two
IDs. The most dangerous Sybil attack in P2P e-commerce is
the outside intrusion. It means that the outside peers masquer-
ade as an inside one to harm the network after catching the
legitimate peers’ key. The head peers communicate with the
member peers in a group, and also other group heads. A peer
communicates with a group leader occasionally. If the peer is
just an ordinary member peer, it updates the leader every time.
Member peer A, sends information to the group leader GL1
as shown in equation (4).

Ay = GL:{IDa,, M(A1)}. @)

The GL compares the message with a message number to
know whether the peer is honest or not by equation (5):

GL: {[M (A1) — M(Az)| > X} (%)

For an abnormal message, the peer detected is a Sybil attack

peer. The GL leader occasionally releases flooding message to
the group, where Sybil attack happened in peer A;.
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C. Distribution in Neighbor Similarity Trust Approach

In this section, we describe the distributed component of
our SybilTrust and the challenges of the identifier distribution
process.

In this paper, the principal building block of SybilTrust
approach is the identifier distribution process. In the approach,
all the peers with similar behavior in a group can be used as
identifier source. They can send identifiers to others as the
system regulates. If a peer sends less or more, the system can
be a Sybil attack peer. The information can be broadcast to
the rest of the peers in a group. We can use maximum flow
computation as done in SumUp [11]. Any peer joining a group
is assigned a unique identifier n;, where j =0, L,---, (N - 1),
and N is the number of peers in the group. A peer has a peer
identifier that is computed as in Chord [12], by hashing the
IP address of the node. A peer a is a member of a group G
defined as:

a*=a"=aa---a;ifn>0mofa)orad” =e;ifn=0
ora®=alal--.a7lifn<0(n of a7 1).

The order |G| of a group G is its cardinality. A finite group
whose order is a power of a prime p is called a p-group. In
case there is another group in which the element is to power
m, the rule holds as in (6):

ama" = a™t", (a™)" = a™",Ym,n € Z. (6)
From above, the group is:
{neZla" =e}. @)

We assume that each peer = keeps k = k(z) pointers to other
peers. The peers are denoted as [ = {ly, s, ..., } where [; is
the distance between = and the i-th pointer. Without loss of
generality, [ is in a strictly ascending order, i.e., 1 < lo <

. < li. When a request destined for peer y reaches peer
x, then peer x will forward it to the next peer x + [;, where
li <y—z < [;+1. The peer-pair neighborhood (e.g., distance)
between peer x and y is denoted as a function, (x,y). The
distance satisfies the triangle inequality. That is, for any three
peers x,y, z in the network, inequality (z,y) < (x,2)+(z,y)
holds. We can further derive that: |(z, 2) — (2,y)| < (z,y) <
(z,2)+(z,y). The neighbor similarity protocol can be viewed
in two ways:

1) Decentralized Identifier Distribution: Each peer acts as
an identifier source. At the bootstrap phase all the peers which
have similarity are determined by the neighbor peers and given
the role of identifier distribution. In case a peer is a Sybil
attack peer, it will try to send its own identifiers and will not
be able to know the number given to others. The peers which
are identified as Sybil attack peers are suspended from the
group.

In our work, the number of identifiers to be disseminated ¢,
is not a fixed parameter. The time is taken as a determinant for
the dissemination of identifiers. We use certificates to ensure
that the genuine identifiers can be known, others who send
different signatures are malicious, and can be detected imme-
diately. The signature chain represents a solution for detecting

Authorized licensed use limited to: Riara University. Downloaded on August 13,2024 at 12:52:15 UTC from IEEE Xplore. Restrictions apply.



double-spenders. Alternative mechanism may include secure
transferable e-cash schemes [8] which allow a source peer to
act as a “bank” issuing e-coins as tickets. Each peer sends
back the ticket to the peer which sends it as a proof that the
peer received the signature. A peer which acts as a Sybil attack
peer with many identities can be detected.

2) Prevent Maliciousness in Determining the Link Costs:
Each peer in the P2P network relies on other peers to forward
its requests, and in return is expected to forward the requests
sent by other peers. A self-interested user might choose to free-
load by refusing to forward requests, conserving local band-
width and showing source to destination. Handling cheating
in estimating link cost is a challenging task. In this paper,
we propose a way in which it can be handled in P2P e-
commerce. If the message sent from peer 7 to destination peer j
is expected to be g+ and what is received from the receiver is q.
We can calculate the cost effectiveness to determine cheating.
This is gotten from the ratio of the two values which determine
the cost.

VI. TRUST EVALUATION BETWEEN NEIGHBOR PEERS

Trust depends on a subject’s observation on the object and
the third party recommendations. P2P e-commerce features
need a trust evaluation mechanism without central peers where
peers monitor each other. The openness enables malicious
peers to take advantage and launch Sybil attack to the other
honest peers. The subject obtains the trust value of objects
according to both direct and indirect trust values. Peer i is
subject, which not only makes direct assessment of object j,
but also makes indirect evaluation of object j through peers A,
k, l. The dotted circle in Fig. 2 represents the communication

— Direct evaluation

& Evaluated Node
‘ Recommendation node ‘ Subject Node

¥ Indirect evaluation

& Other Node

Fig. 2. The Recommendation Trust Relationship among Peers.
range of peer ¢ and j respectively. This is from one level
to another level. Peer ¢ makes trust evaluation for peer j,
and acknowledges by use of an acknowledgement mechanism.
When the peer receives the recommendation, it sends back
feedback information to the feedback source.
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Our work assumes the intermediate peers are honest peers.
The assumption made revokes the peer to broadcast the trust
value it has. Depending on the assumptions a recommendation
r, is received. If peer ¢ makes a search on peer j, to confirm
how many acknowledgements j sends as recommendations,
the ratio of recommendations received by peer j can be
obtained. We can detect whether peer j has a forging behavior.
If the change maintains within (—\, \) in different periods,
peer j works normally. The calculation of r;; given in (8)
represents the received packets:

rij(t) —rii(t —1)
rij(t) +rij(t = 1)

if successful recommendations. sr;; (¢) consist of j which
sends the recommendations to k. Each particular recommen-
dation has a time stamp. The equation (9) is:
Urij (t)

vrij(t) + wri;(t)’
where vr;; (t) and wr;; (t) are the repeating recommendation.
Each peer keeps one identifier to itself and distributes the rest
evenly among its neighbors at the next level. In other words,
a peer does not send tickets back to neighbors that are at
the same, or smaller distance to the source. Since each peer
only needs knowledge of its immediate neighbors to propagate
identifiers. In our approach, the identifiers are only propagated
by the peers who exhibit neighbor similarity trust.

Our perception is that, the attacker controls a number neigh-
bor similarity peers, whereby a randomly chosen identifier
source is relatively “far away” from most Sybil attack peer
relationship. Every peer uses a “reversed” routing table. The
source peer will always send some information to the peers
which have neighbor similarity trust. However, if they do not
reply, it can black list them. If they do reply and the source
is overwhelmed by the overhead of such replies, then the
adversary is effectively launching a DoS attack. Notice that
the adversary can launch a DoS attack against the source.
This enables two peers to propagate their public keys and IP
addresses backward along the route to learn about the peers.

SybilTrust proposes that an honest peer should not have an
excessive number of neighbors. The neighbors we refer should
be member peers existing in a group. The restriction helps to
bound the number of peers against any additional attack among
the neighbors. If there are too many neighbors, SybilTrust will
(internally) only use a subset of the peer’s edges while ignoring
all others.

Following Liben-Nowell and Kleinberg [6], we define the
attributes of the given pair of peers as the intersection of
the sets of similar products. Probability of the edge between
peer; and peer; is p,,,(i,j) = a|Ci||C;|, where C; is the set of
products of:

7i;(t) (8

S’I“Z‘j (t) = (9)

o
log(|Cxl)’

The function in equation (10) is zero when two peers share no
products [7]. It creates a smooth distribution by interpolating

AA(if) = Y

keC;NCy

(10)
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between the normalized Adamic-Adar score, and a preferential
attachment model.

In a group each peer stores the trust data for the other
member peers. A peer can be discovered to be malicious peer
by determining the cost along the path when any information
is send. The neighborhood of a vertex j is a set of vertices,

T; = {i: D(i,j) = 1}. (11)

For a given vertex in P2P e-commerce j € J, let C; be the
local group coefficient of j, and it’s equal to

¢ = ey 5 )

2
where |E(Tj)| is the operator of counting the total number of
links for all vertices in the set T;. The group coefficient of a
graph , denoted as C'(y) in equation (13), is equal to

C) = 3

jeJ

(12)

(13)

We consider a peer ¢ and its neighbor peer j. N; is the
collection of the neighbor peers of ¢, while the neighborhood
of peer i in the P2P e-commerce is N (i) = {j|(i,7) € E},
where FE represents the edge. We assume that each peer
holds its own routing table, and on top of that it holds its
neighbors routing tables. Thus, each peer has knowledge of a
neighborhood of a given radius around it.

Let G (V,E) be a directed graph, where V
{v1,v2,...,0,}, and [ (V. x V) — S be a labeling
function, where (S, +,.,0,1) is a closed semi-ring. We take
l(v;,vj) = 0, if (v;,v;)is not in E. For all ¢ and j between
1 and n, the element c(v;,v;) of S is equal to the sum over
all paths v; to v; of the label path. We compute ij for all
1<i<n,1<j<n,and 0 <k <n. OuraimisthatC’fj
should be the sum of the label paths from v; to v; such that
all vertices on the path, except the end points, are in the set
{v1,v2,v..., v }. The algorithm is as follows:

Algorithm: Computation Cost

1. Input: Graph G = (V, E),v;,v;, and the Trust
2. value 4, j,n, C(v;,v5)

3. Output:C'(v;, vj)

4. For i + 1 until n do C, + 1+ (v, v;);

5. For1<i,j<nandi##jdo C?j — U(vi,v));
6

7

8

9

1

. For k& < 1 until n do
Forlgi,jkgndok . .
k =1 -1 —1yx k-1
. Ciy < G+ Ci (Cy )™-Cy;
. For 1 <4,5 <ndo c(v,vj) cl
0. end

VII. SECURITY AND PERFORMANCE ANALYSIS
A. Security Analysis

We can illustrate the SybilTrust resilience by use of the
controller in the peers to show that each controller only
admitted the honest peers. Our method makes assumptions that
the controller undergoes synchronization to prove whether the
peers which acted as distributor of identifiers had similarity
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or not. If a peer never had similarity, the peer is assumed
to have been a Sybil attack peer. Pairing method is used to
generate an expander graph with expansion factor of high
probability. Every pair of neighbor peers share a unique
symmetric secret key (the edge key), established out of band
[4] for authenticating each other.

A Sybil attack peer may disclose its edge key with some
honest peer to another Sybil attack peer. However, because
all neighbors are authenticated via the edge key, when A
sends a message to B, B will still route the message as
if it comes from B. In the protocol, every peer has a pre-
computed random permutation (being the peer’s degree) as its
routing table. The routing table never changes unless the peer
adds new neighbors, or deletes old neighbors. A random route
entering via edge always exits via edge.

B. Performance Analysis

In this section, we evaluate the performance of the proposed
SybilTrust. We measure two metrics, namely, non-trustworthy
rate and detection rate. Non-trustworthy rate is the ratio of
the number of honest peers which are erroneously marked
as Sybil/malicious peer to the number of total honest peers.
Detection rate is the proportion of detected Sybil/malicious
peers to the total Sybil/malicious peers.

In our simulation, we use C++ tool. We ran an experiment
consisting of 40 peers involved in 100 simulation runs result-
ing in a total of 4000 interactions.

Each honest and malicious peer interacted with a random
number of peers defined by a uniform distribution. All the
peers are restricted to the group. In our approach, P2P e-
commerce community has a total of 40 different categories
of interest. The transaction interactions between peers with
similar interest can be defined as successful or unsuccessful,
expressed as positive or negative respectively. The impact of
the first two parameters on performance of the mechanism
is evaluated. The percentage of malicious peers replied is
randomly chosen by each malicious peer. Transactions with
10% to 40% malicious peers is done. Our SybilTrust approach
detects more malicious peers compared to Eigen Trust [18] and
Eigen Group Trust [19] as shown in Fig. 3.

Fig. 3. shows the detection rates of the P2P when the
number of malicious peers increases. When the number of
deployed peers is small, e.g., 40 peers, the chance that no
peers are around a malicious peer is high. Fig. 3. illustrates
the variation of non-trustworthy rates of different numbers of
honest peers as the number of malicious peer increases. It is
shown that the non-trustworthy rate increases as the number of
honest peers and malicious peers increase. The reason is that
when there are more malicious peers, the number of target
groups is larger. Moreover, this is because neighbor relation-
ship is used to categorize peers in the proposed approach. The
number of target-groups also increases when the number of
honest peers is higher.

As a result, the honest peers are examined more times, and
the chance that an honest peer is erroneously determined as
a Sybil/malicious peer increases, although more Sybil attack
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Fig. 3. Percentage of Peers that Detected the Malicious Peer.

peer can also be identified. Fig. 3. displays the detection rate
when the reply rate of each malicious peer is the same. The
detection rate does not decrease when the reply rate is more
than 80%, because of the enhancement. The enhancement
could still be found even when a malicious peer replies to
almost all of its Sybil attack peer requests. Furthermore, the
detection rate is higher as the number of malicious peers
becomes more, which means the proposed mechanism is able
to resist the Sybil attack from more malicious peers.

The detection rate is still more than 80% in the sparse net-
work, which according to the definition of a sparse network is
made in [19]. Moreover, the detection rate reaches 95% when
the number of legitimate nodes is 300. It is also because the
number of target groups increases as the number of malicious
peers increases and the honest peers are examined more times.
Therefore, the rate that an honest peer is erroneously identified
as a Sybil/malicious peer also increases.

VIII. CONCLUSION AND FUTURE WORK

We presented SybilTrust, a defense against Sybil attack in
P2P e-commerce. Compared to other approaches, our approach
is based on neighborhood similarity trust in a group P2P e-
commerce community. This approach exploits the relationship
between peers in a neighborhood setting. Our results on real-
world P2P e-commerce confirmed fast-mixing property, hence
validated the fundamental assumption behind SybilGuard’s
approach. For the future work, we intend to implement Sybil-
Trust within the context of peers which exist in many groups.
Neighbor similarity trust helps to weed out the Sybil attack
peers and isolate maliciousness to specific Sybil peer groups
rather than allow attack in honest groups with all honest peers.
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