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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUGUST 2023/2024 DIPLOMA IN CYBER SECURITY AND DIPLOMA IN ETHICAL HACKING
         RCS 029: INFORMATION SECURITY MANAGEMENT SYSTEM
  DATE: 14TH AUGUST 2024					TIME: 2 HOURS
GENERAL INSTRUCTIONS:
Students are NOT permitted to write on the examination paper during examination time. This is a closed book examination. Text book/Reference books/notes are not permitted.

SPECIAL INSTRUCTIONS:
This examination paper consists of Questions in Section A followed by section B. Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in the answer booklet(s).
1. PLEASE start the answer to EACH question on a NEW PAGE.
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30 minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
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SECTION A COMPULSORY) 
QUESTION ONE (30 MARKS)
a) Explain the difference between an Intrusion Detection System (IDS) and an Intrusion Prevention System (IPS) 
(2marks)
b) State and explain THREE characteristics of information security
(6marks)
c) Discuss the following terms as used in information Security
(6marks)
i. Authentication
ii. Authorization
iii. Firewall
iv. Vulnerability
v. Encryption
vi. Decryption
d) Discuss TWO differences between Block ciphers and Stream ciphers. 
(4marks)
e) Discuss THREE Significance of Authentication.
(6marks)
f) Discuss TWO roles of public key infrastructure (PKI). 

(4marks)
g) Explain TWO types of Cybersecurity Risks
(2marks)

SECTION B (ANSWER ANY TWO QUESTIONS – TOTAL: 40MARKS)
QUESTION TWO (20MARKS)
a) Explain FIVE Reasons why Risk Management is important in Today’s Business Landscape 
(10marks)
b) State TWO contributions of Security policies to the organization's Environment
(2marks)
c) Discuss FOUR types of Security Policies giving an example of each 
(8marks)

QUESTION THREE (20MARKS)
a) At Riara University, Information system users have been categorized into students, Lecturers and admin (ICT department). Students have been given read-only access, The Lecturer can read and modify data while the admin has full control. Explain THREE benefits of this categorization.
(6marks)

b) Explain THREE access control best practices giving benefits associated with each practice 
(6marks)
c) Explain FOUR methods of Risk Identification
(8marks)

[bookmark: _GoBack]QUESTION FOUR (20MARKS)
a) Describe ANY THREE key components of the risk management process giving their significance in safeguarding an organization against potential threats and vulnerabilities
(6marks)
b) Discuss TWO types of encryption keys giving at least one advantage in each 
(6marks)
c) [bookmark: _heading=h.gjdgxs]Imagine Tony is an IT security manager for a healthcare organization that handles patient medical records. Explain how implementing data encryption at rest can help the organization where Tony works to comply with privacy regulations and protect sensitive patient data.
(8marks)
QUESTION FIVE (20MARKS)
a) Explain TWO methods to mitigate risks through secure coding practices. 
(4marks)
b) Explain FOUR Importance of Integrating Security in the early stages of the System Development Life Cycle
(8marks)
c) Explain FOUR reasons why simulations are important within the organization's security framework 
(8marks)
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