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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2024/2025 FOR DIPLOMA IN CYBER SECURITY/ ETHICAL HACKING 
COURSE CODE: RES 021                    COURSE TITLE: INTRODUCTION TO INFORMATION SECURITY


DATE: APRIL 2025                         	TIME: 2 HOURS

GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination period.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them. 
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.




SECTION A(30 Marks)

QUESTION ONE(COMPULSORY)

a) As a newly hired IT professional in a corporate setting, you've been tasked with enhancing the organization's information security posture. In your own words:
i) Define the term information security and explain its significance within the organizational context. 						       		      		       [3 Marks]
ii) Explain the fundamental principles and objectives that underpin an effective information security framework.      							       [6 Marks]       
b)  Briefly describe THREE common malicious attacks that pose threats to organizational information security. 			                  				       [6 Marks]
c) As part of a cybersecurity training program for employees at TechSecure Solutions, you are tasked with enhancing their understanding of key concepts. Compare and contrast threats, vulnerabilities, and risks						      		       [6 Marks]
d) You have been hired as a penetration tester for Communication Authority, a leading organization responsible for regulating and managing communications infrastructure. Your task is to identify vulnerabilities and strengthen the security posture of their network and resources. 
i) Discuss in detail THREE basic models you would utilize as an Ethical Hacker to simulate attacks on the organization’s resources and network. 			      	       [6 Marks]
ii)  State THREE things that you cannot do as an ethical hacker  		       [3 Marks]

SECTION B (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (15 Marks)
a) You are a cybersecurity consultant hired to help an organization that has recently experienced multiple incidents of social engineering attacks.
i) Discuss how social engineering attacks are propagated within organizations     [2 Marks]	
ii) Explain the strategies you would recommend to effectively educate employees about social engineering techniques. 						       [5 Marks]	
a) In the course of a typical workday, Alex, a software engineer at CyberGuard Innovations, accesses the company's intranet to download a confidential software patch. He however does not know there exists a broader categorization of cyber-attacks. Help Alex understand these categories, emphasizing their distinctions	                  		                   [8 Marks]

QUESTION THREE (15 Marks)
a) You have been appointed as a network architect for a company planning to revamp its entire communication infrastructure to support its growing operations. Describe four different types of networks commonly used in data communications                                                [8 Marks]
b) Define the term data communications in the context of networking and information exchange and provide a clear and concise definition that encompasses the essential aspects of transmitting data between systems.					                   [7 Marks]

QUESTION FOUR (15 Marks)												
a) As a cybersecurity analyst for a financial institution, you are tasked with assessing the strength of the organization's password security mechanisms.
i) Discuss the primary goal of password attacks and explain two commonly used methods    that could be employed to compromise user accounts within the institution. 								       				       [7 Marks]
ii) Recommend any FOUR strategies to strengthen password security and mitigate the risk of these attacks. 						                              	       [4 Marks]
b) Explain the primary difference between ethical hackers and real hackers                      [4 Marks]
QUESTION FIVE (15 Marks) 			
a) As part of a penetration testing engagement, you are required to choose the most appropriate testing model to assess the security of a client's infrastructure. The client has provided you with different levels of information about their systems, ranging from full access to no information at all.
i) Explain how you would decide between the White Box, Black Box, and Gray Box testing   models for this engagement. 							       [7 Marks]
b) In the context of networking, provide a description of several network devices commonly used to establish and maintain communication between devices and networks	       [8 Marks]
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