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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY – APRIL 2024/2025 FOR SCHOOL OF COMPUTING SCIENCES
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ONLINE EXAMINATION
RFC 111: COMPUTER ESSENTIALS
DATE _____________	TIME: 2 HOURS
GENERAL INSTRUCTIONS:		
This examination paper consists of Questions that will be done online.
SPECIAL INSTRUCTIONS:
1. Your WEBCAM SHOULD BE ON 5 minutes before the start of exam and during the entire EXAM PERIOD up to submission.
2. DO NOT use your PHONE as a CALCULATOR.
3. Can ONLY LEAVE THE EXAM SESSION once you COMPLETE and SUBMIT the examination.


















SECTION A (COMPULSORY)

QUESTION 1 (30 MARKS)
a) Consider a scenario where a company's network is compromised by a cyberattack, resulting in the loss of sensitive data. How would you advise them on responding to the breach and implementing security measures to prevent future incidents?      (6 Marks)
b) Describe the parts of the Central Processing Unit that enables you to do the following;
i. Add or subtract two Numbers                                                            (2 Marks)
ii. Holds instructions that are being processed                                      (2 Marks)
iii. Stores copies of frequently accessed data                                         (2 Marks)
iv. Compares two or more numbers                                        	           (2 Marks)
c) During computer bootup, you notice an error displayed like "system file is missing". Explain the booting stage at which this error is likely to occur.                   (2 Marks)
d) A small business owner is interested in implementing ICT solutions to streamline operations and improve customer service. Outline the various ICT tools and technologies available to meet their specific business needs.                                            (6 Marks)
e) Mark is a first year student at Riara University. He is expected to login to his student portal (OC) to access online assignments. Mention FOUR ways in which he would prevent his account from being hacked				            (4 Marks)
f) Technology has permeated almost every aspect of our daily lives. List four ways technology has made our lives easier in our homes.                                       (4 Marks)













SECTION B (ANSWER ANY TWO QUESTIONS IN THIS SECTION)

QUESTION 2 (15 MARKS)

a) Michael is a technician at Nairobi Super Company. Recently he realized that the computers were functioning slowly due to issues with the memories. The IT manager instructed him to upgrade the memory in all the computers. Discuss any three factors that he should take into consideration when upgrading the pc memory.                    (6 Marks)          
b) The OSI Model (Open Systems Interconnection Model) is a conceptual framework used to describe the functions of a networking system. Identify the OSI layer that is affected when you experience the following problems 
a. Weak signals and intermittent internet connection                                    (2 Marks)
b. Data not sent or received properly at the recipient side 		      (2 Marks)
c. The application you are using logs you out after some period of time      (2 Marks)
d. Your friend can be able to access the internet but is not able to send or receive email messages  							       (2 Marks)
e. You are able to share or access network resources within your local area network but you can't access the internet 					       (1 Mark)

QUESTION 3 (15 MARKS)
a) Explain the steps you would follow to change all the occurrences of the word “car” with the word “vehicle” in a document.				                      (4 Marks) 
b) Use the Excel sheet below to answer questions that follows.
[image: ]
i. Write the best formula to calculate Profits for January                 (2 Marks)
ii. Write a formula to calculate the Average for Profits                     (2 Marks)
iii. Write the best formula to calculate the Total sales                        (2 Marks)
iv. Cell D4 contains the formula =B4+C4. What formula will you see when you move to cell D5			                                            (2 Marks)
v. List three functions you can use in Excel                                       (3 Marks)


QUESTION 4 (15 MARKS)

a) Discuss the environmental impact of electronic waste (e-waste) in a scenario where a city is struggling to manage the disposal of outdated computers and electronics. How would you propose implementing e-waste recycling programs?                         (5 Marks)
b) Mr. Njoroge is planning to buy a laptop and other computer peripherals to assist him in managing his online grocery business operations. His future aim is to reach a wider clientele base by connecting his business to global markets. To be successful in his new business plan, Mr. Njuguna needs advice on what to do? What to purchase? and how to operate his business using the newly purchased ICT equipment. Therefore, let’s guide Mr. Njuguna to successfully realize his dream by answering the following Questions
i. Identify any FOUR application software and their uses that Mr. Njoroge might need for his business                                                                                (2 Marks)
ii. In order for our friend Njoroge to reach a wider clientele base, he might require to market his products through social media. Outline any FOUR social media dimensions he might consider useful.                                                     (2 Marks)
iii. State TWO reasons why Njoroge would prefer to use email marketing for his online business and not the other forms of web marketing.    	      (2 Marks)
iv. Taking his business online might attract unforeseen security challenges. Mention any TWO types of malicious software he should be aware of.               (2 Marks)
v. Highlight the TWO steps you would advise him to take in order to enhance his cyber security.                                                                                          (2 Marks)







QUESTION 5 (15 MARKS)

(a) Maria is setting up a new gaming computer. She needs the computer to quickly load large files and handle real-time graphics processing for video games. The system must be optimized for speed and performance. Describe 4 components Maria should focus on upgrading to ensure the best gaming experience	                                                  (8 Marks)
(b) A five star hotel at the coast has introduced the use of E-Commerce. Explain TWO challenges that the hotel may face.                                                                        (2 Marks)
(c) You have received the below email from the Help Desk: 		              (5 Marks)
Dear User, 
Beginning next week, we will be deleting all inactive email accounts in order to create space for more users. You are required to send the following information in order to continue using your email account. If we do not receive this information from you by the end of the week, your email account will be closed. *Name (first and last): *Email Login: *Password: *Date of birth: *Alternate email: Please contact the Webmail Team with any questions. Thank you for your immediate attention.
i. State the course of action to take upon receiving this king of email
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