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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2025/2026 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RBCS 7412 : COMPUTER AND SOCIETY
DATE: 10TH APRIL 2026		     TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A:   Answer ALL questions in this section.
QUESTION ONE (30 MARKS)
(a)  Define the following concept and briefly explain their relevance to the computer and the society scenarios:
(i) Socio-technical system 						(2 Marks)
(ii) Privacy and data protection 					(2 Marks)
(iii) Gig economy labour conditions 					(2 Marks)
(iv) Social media influence and misinformation risks 			(2 Marks)
(v) Environmental sustainability 					(2 Marks)
(b) Apply one ethical framework (utilitarianism, deontology, or virtue ethics, or any other covered during this course) to analyze the Riara University’s data collection practices.
(i) Identify the key ethical issues 						(2 Marks)
(ii) Demonstrate how the chosen framework evaluates the issue 		(2 Marks)
(iii) State a justified ethical position 						(1 Mark) 
(c) (i) A social media company collects user data without clear consent. Draft a user consent form (4–5 sentences) that aligns with data protection principles in laws such as the Computer Misuse and Cybercrimes Act (2018) 				(4 Marks)
     (ii) Explain how your consent form (i) above, addresses the user privacy concerns (4 Marks)
(d) (i) Analyze the impact of AI tools (e.g., ChatGPT, plagiarism detectors) on the university students’ research project 							(3 Marks)
    (ii) Discuss one positive and one negative societal consequence of AI adoption, and identify one stakeholder group affected by each consequence 				(4 Marks)

SECTION B: Answer any Two questions.   Use short answers (30 Marks).

QUESTION TWO    (15 MARKS)
You are a technology ethics consultant for the Communications Authority of Kenya (CAK), tasked with addressing the societal impacts of a proposed nationwide rollout of AI-driven surveillance systems in public transport hubs (e.g., matatus in Nairobi and rural bus parks). This initiative, part of Kenya's Vision 2030 digital economy goals, aims to enhance security but raises concerns about privacy, bias, environmental sustainability, and economic equity. Drawing on the computer and the society course, respond to the following segments. Support your answers with relevant ethical frameworks, Kenyan regulations (e.g., Data Protection Act 2019, Cybercrimes Act 2018), and real-world examples.
(a) Apply principles from professional codes of conduct (example, ACM/IEEE ) and privacy regulations to outline how the AI system could be implemented in a Kenyan urban setting like Nairobi's Matatus Associations to protect user data while ensuring inclusivity for diverse groups (e.g., low-literacy rural commuters). Give examples  	(5 Marks)
(b) [bookmark: _GoBack]Create a comprehensive, inclusive strategy integrating interdisciplinary elements from this course  to mitigate the identified risks, including a collaborative design for an innovative digital tool for commuter consent and feedback  			(5 Marks)
(c) Defend its feasibility (b) in Kenyan rural contexts, with a sketched prototype outline (describe key features) and projected outcomes for IR4.0 equity 		(5 Marks)

QUESTION THREE (15 MARKS)
(a) Describe  key features of a "smart city." Use one concrete example to illustrate how Internet of Things (IoT) technology enables these features 				(4 Marks)
(b) Analyze the potential privacy and security risks for citizens living in a highly connected, data-driven urban environment 							(6 Marks)
 (c) Formulate a principle for "Privacy by Design" that city planners should adopt when implementing new smart city infrastructure 					(5 Marks)
QUESTION FOUR (15 MARKS)
The Ministry of Health has announced the development of "CareAI," a national, centralized healthcare platform powered by Artificial Intelligence. The platform's goals are to: create a unified electronic health record (EHR) for every citizen; use AI to assist doctors in diagnosing diseases from medical images (X-rays, MRIs); predict future outbreaks of diseases based on lifestyle and environmental data; and allow citizens to access their health records and receive basic medical advice via a mobile app. As a Chief Information Officer who chairs the technology advisory board, you have been tasked with analyzing the potential impact of CareAI from multiple perspectives.
(a) The introduction of CareAI will fundamentally change the roles of healthcare professionals (e.g., radiologists, general practitioners). Synthesize knowledge gained from this course to predict one positive and one negative long-term impact of this technology on the profession of  medical doctors			 						(4 Marks)

(b) A significant risk of a centralized system like CareAI is a single point of failure, making it a prime target for cyberattacks. As a member of the advisory board, you are asked to propose a technical and a policy-based recommendation to mitigate this specific risk. Propose one technical solution and one  policy/regulatory measure that should be implemented to enhance the system's resilience against large-scale cyberattacks and build public trust 	  (6 Marks)	

(c)  The government argues that citizens should be “opted-in” by default to the CareAI predictive health program to maximize the platform's effectiveness for public good. Citizens would have to actively "opt-out" if they do not wish to participate. Critically evaluate this "opt-out" policy. In your answer, weigh the societal benefits of mandatory participation, and state whether you support or reject the "opt-out" by default policy. (provide a clear justification for your position) 											(5 Marks)						     
QUESTION FOUR (15 MARKS)
(a) The rise of sophisticated Generative AI models like large language models has sparked significant debate about their societal impact

(i) Define "hallucination" in the context of a Generative AI model 		(2 Marks)

(ii) Analyze the potential consequences of AI hallucinations in two distinct professional
      domains (e.g., healthcare, journalism, legal research) 			(5 Marks)

(b) Open-source software (OSS) and proprietary software represent two contrasting development philosophies

(i) Compare the open-source and proprietary software models in terms of their approach to
     source code accessibility, modification, and distribution 			(4 Marks)

 (ii) Defend the viewpoint that the open-source model is more conducive to long-term 
software security and innovation than the proprietary model			(4 Marks)
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