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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JAN/APR 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RCS 432: DATABASE ADMINISTRATION
DATE: 15TH APRIL 2025	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A:   Answer ALL questions in this section.
QUESTION ONE (30 MARKS)
(a) Define the following  Database Administration terms, and provide an example for each:
(i) Entity-Relationship (ER) Model 						(2 Marks)
(ii) Boyce-Codd Normal Form (BCNF) 					(2 Marks)
(iii) Open Education Resources (OERs) 					(2 Marks)
(b) Explain the different responsibilities assigned to a Database Administrator (DBA) from those of Data Administrators (DA) in an enterprise environment  			(4 Marks)
(c) A retail company is designing a new database system using the Entity-Relationship (ER) model. They need to store data about customers, products, and orders. Design an ER diagram for the system, ensuring proper use of entities, attributes, and relationships. Justify your choices 												(5 Marks)
(d) A university’s database contains a table Student_Records(student_id, student_name, course, advisor_id, grade, enrollment_date). The database has performance issues due to redundancy and anomalies.
(i) Identify the highest normal form (NF) of the table 				(3 Marks)
(ii) Normalize the table into Boyce-Codd Normal Form (BCNF) and justify your approach 
(7 Marks)
(e) With the rise of Open Educational Resources (OER) in database management projects, propose a framework for integrating OER materials into database administration coursework. Discuss potential benefits and challenges, providing solutions for effective implementation 
(5 Marks)


SECTION B: Answer any Two questions.   Use short answers (30 Marks).
QUESTION TWO    (15 Marks)
a) Using W3 SQL and Oracle SQL, write an SQL query to retrieve the top five highest-selling products from a Sales table with the following schema:
Sales(sale_id, product_id, product_name, quantity_sold, sale_date, total_revenue)
 
(i) Ensure that your query correctly handles ties in sales 				 (1 Marks)
(ii) Explain how your query works, justify the use of any SQL functions or clauses (2 Marks)
[bookmark: _GoBack] (b) Enterprise Resource Planning (ERP) systems require efficient database modeling to handle complex business operations.
(i) Given a Manufacturing ERP System, design an Entity-Relationship (ER) Model that includes tables for Suppliers, Raw Materials, Products, Orders, and Employees 		(3 Marks)
(ii) Normalize the database to 4th Normal Form (4NF) and explain how normalization improves data integrity and performance 							(3 Marks)
(c) Data loss can have catastrophic consequences for an organization.
(i) Compare and contrast Database Backup Strategies (Full Backup, Incremental Backup, and Differential Backup) 								(3 Marks)
(ii) Propose a Disaster Recovery Plan for a financial institution handling real-time transactions. Your plan should include backup frequency, recovery point objectives (RPO), and recovery time objectives (RTO). Justify your choices with critical reasoning 		(3 Marks)
 
QUESTION THREE    (15 Marks)
(a) Explain the ACID properties of a transaction in the context of database management. Include, how these properties would ensure data integrity and consistency during transaction processing. Provide an example to illustrate each property 					(3 Marks)
(b) Using the principles of concurrency control, design a scenario where multiple transactions are executed simultaneously in a banking system. Identify potential issues such as deadlock and starvation and propose solutions to mitigate these issues. Justify your solutions with relevant examples 										(3 Marks) 
(c) (i) Consider a banking system where multiple users try to withdraw money from the same account simultaneously. Explain the Lost Update Problem with an example     (2 Marks)
(ii) Using a locking sequence, illustrate how does the Two-Phase Locking (2PL) Protocol would prevent the lost update problem 							(2 Marks)
(d) (i) Compare and contrast Optimistic Concurrency Control (OCC) and Pessimistic Concurrency Control (PCC), explaining in which scenarios is each preferable 		(3 Marks)
(ii) Discuss an advantage and a disadvantage of using Timestamps Ordering Protocol for concurrency control in distributed databases 					(2 Marks) 

  QUESTION FOUR    (15 Marks)
(a) Explain the key differences between Object-Oriented Databases (OODB) and Object-Relational Databases (ORDB). Discuss the advantages and disadvantages of each approach in the context of modern database applications. Provide an example to illustrate your explanation
    (5 Marks)
(b) Given a scenario where an ERP system requires both relational and object-oriented features, analyze which database model would be most suitable and justify your answer 	(4 Marks)
(c) Using W3 Technologies and Oracle Database Connectivity, design a scenario where an Object-Relational Database (ORDB) is used to manage a university's student information system. Include details on how you would implement inheritance, encapsulation, and polymorphism in your design. Justify your design choices with relevant examples 		(6 Marks)

QUESTION FIVE    (15 Marks)

a) (i) Identify two AI-driven techniques used in database intrusion detection 	(1 Mark)
(ii) Explain how Role-Based Access Control (RBAC) improves database security (2 Marks)

(ii) Describe how Artificial Intelligence (AI) can be used for database query optimization
(2 Marks)
(b) Explain the importance of database security and control in modern database systems. Discuss the roles of access control, encryption, and database audits in ensuring data integrity and confidentiality. Provide an example to illustrate your explanation 		(5 Marks)
(c) Using the principles of Artificial Intelligence (AI) in Database Design, design a scenario where AI is used to enhance the security and performance of a database system. Include details on how AI can be implemented for threat detection, query optimization, and automated backups. Justify your design choices with relevant examples 				(5 Marks) 
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