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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2025/2026 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
RBCS 7422: CRYPTOGRAPHY AND INFORMATION SECURITY
[bookmark: _GoBack]DATE: 2ND DECEMBER 2025	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material before or during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet(s) in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A : COMPULSORY
Question 1 (30 Marks) 
(a) a) Explain the fundamental security principles of the CIA triad, with a real-world example for each.
                                                                                                                                                (6 marks)
(b) Differentiate between a threat, a vulnerability, and a risk in the context of information security. Use a scenario to illustrate how these three concepts relate to each other. 					(8 marks)
(c) Discuss three common types of cyber threats that organizations face today. For each threat, provide an effective countermeasure. 										(6 marks)
(d) Consider the message:
Am a plaintext
Demonstrate how the message can be encrypted using the following encryption techniques			       
i. Columnar transposition								 (5marks)
ii. Rail Fence cipher									 (5marks)
SECTION B: Choose ANY TWO Questions
Question 2(15 Marks) 
(a)  Compare and contrast symmetric-key and asymmetric-key cryptography, considering the advantages and disadvantages.								                       	 		 (8 marks)
b) Describe the role of a Digital Signature in securing communication. Explain how it ensures data integrity and message authenticity.											 (7 marks)

Question 3 (15 Marks) 
(a)  Explain the purpose of a Certificate Authority (CA) within a Public Key Infrastructure (PKI).  (6 marks)
(b) Using Playfair matrix encrypt this message” Secure Me” with the key as “Hello World”.  	  (6 marks)
(c) Differentiate between Passive Attacks and Active Attacks in computer security 		  (3 marks)

Question 4 (15 Marks) 
(a) Identify and explain four web application based types of vulnerabilities.	       		  (8Marks)	
(b) Explain the fundamental differences between brute-force attack and a dictionary attack            (7marks)	

Question 5 (15 Marks) 
(a) Consider an internet user using a public WIFI.  Discuss how Man-in-The-Middle attack would happen. 
													(5marks)
(b) Identify and discuss the elements of Public-Key Infrastructure  (PKI).			            (10Marks)
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