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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2024/2025 DIPLOMA IN CYBER SECURITY | DIPLOMA IN ETHICAL HACKING AND INFORMATION SECURITY
RES 027: VULNERABILITY ANALYSIS AND PENETRATION TESTING
DATE: 4TH DECEMBER 2024	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.









SECTION A (COMPULSORY)
QUESTION ONE (30 Marks)
a) Define the following terms 							(10 Marks)  
i. Vulnerability
ii. Exploit 
iii. Risk
iv. Payload
v. Threat Actor
b) List eight (8) common types of vulnerabilities found in web applications.	(8 Marks)
c) Discuss the primary difference between active and passive reconnaissance during a penetration testing? 								(4 Marks)
d) State and explain the four types of penetration testing methodologies. 	(8 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION TWO (20 Marks)
a) State and explain the different penetration testing approaches. 		(6 Marks)
b) Explain the difference between vulnerability assessment and penetration testing in terms of objectives, techniques used, and outcomes. 				(2 Marks)
c) Outline how the Common Vulnerability Scoring System (CVSS) works and describe its significance in prioritizing vulnerabilities during a vulnerability assessment.(2 Marks)
d) State and explain types of Penetration Testing Methodologies.		(10 marks)


QUESTION THREE (20 Marks)
a) You are tasked with conducting a network vulnerability scan for a small enterprise using Nessus. Outline the steps you would take to perform this scan, and explain how you would interpret the results.							(7 Marks)
b) Given the following scenario, explain how you would use Nmap to perform a TCP SYN scan on a target machine to discover open ports. Include the command you would use and explain its key options.							(5 Marks)
c) Describe the common network ports examined in a pentesting exercise?	(4 Marks)
d) [bookmark: _GoBack]What are the challenges you are likely to experience when conducting such a scan?											(4 marks)

QUESTION FOUR (20 Marks)
a) Distinguish between a Vulnerability Assessment and a Penetration Test.	(2 Marks)
b) You are performing a vulnerability assessment on a company’s network. Explain the steps involved in running a vulnerability scan. 				(8 Marks)
c) Your vulnerability scan report shows multiple issues, including a missing security patch on a database server and weak passwords on user accounts. Classify the two vulnerabilities as either critical, high, low, or informational, and further describe which issue you would prioritize fixing first and why. 				(6 Marks)
d) Why is conducting routine vulnerability assessments and penetration tests important to an organization? 									(4 Marks)	

QUESTION FIVE (20 Marks)

a) State five (5) limitations of automated vulnerability scanners? 		(5 Marks)
b) Describe five (5) benefits of penetration testing and also what are the likely associated risks when conducting a pentest in a live environment. 			(10 marks)
c) Define how weaknesses/vulnerabilities occur in a system? 			(5 Marks)
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