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GENERAL INSTRUCTIONS:
Students are NOT permitted to write on the examination paper during examination period.
This is a closed book examination. Text book/Reference books/notes are not permitted.

SPECIAL INSTRUCTIONS:
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.

QUESTIONS in ALL Sections should be answered in answer booklet(s).
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PLEASE start the answer to EACH question on a NEW PAGE.

Keep your phone(s) switched off at the front of the examination room.
Keep ALL bags and caps at the front of the examination room and DO NOT
refer to ANY unauthorized material before or during the course of the
examination.

ALWAYS show your working.

Marksindicated in parenthesisi.e. () will be awarded for clear and logical
answers.

Write your REGISTRATION No. clearly on the answer booklet(s).

For the Questions, write the number of the question on the answer
booklet(s) in the order you answered them.

DO NOT use your PHONE as a CALCULATOR.

YOU are ONLY ALLOWED to leave the exam room 30minutes to the end of
the Exam.

DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for
any calculations or rough work.
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SECTION A (COMPULSORY)
QUESTION ONE (30 Marks)

a)

b)

d)

g)

Describe the following terms as used in cyber security (6 Marks)
i) Trojan
ii) Adware

iii) Google Hacking
Differentiate between a threat and an attack in the context of cybersecurity,
highlighting the key distinctions and explaining how they relate to the overall risk
landscape (4 Marks)
Explain the workings of a Denial of Service (DoS) attack, including its underlying
principles and techniques used to disrupt or disable a targeted system's availability

(4 Marks)
Describe the concept and mechanism of a buffer overflow attack, outlining how it
occurs and the potential consequences it poses to the security of a targeted system

(4 Marks)
Identify and explain the primary objective of a rootkit and discuss its implications
for the security of a compromised system. (4 Marks)
A particular database threat utilizes a SQL injection technique to penetrate a target
system. How would an attacker use this technique to compromise a database?

(3 Marks)
Provide an explanation of a phishing attack, using a specific example to illustrate its
methodology and the potential risks it poses to individuals or organizations and how

the risk can be mitigated. (5 Marks)
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SECTION B: (ANSWER ANY TWO QUESTIONS)

QUESTION TWO (20 Marks)

a)

b)

d)

David was peacefully browsing and had opened several tabs to access different
websites, one of the tabs opened was directed to an attackers website. Based on
the scenario described, identify the type of attack that occurred when David
unknowingly accessed an attacker's website and how the attack can be prevented

(4 Marks)
Using a diagram, illustrate and describe the mechanism and impact of a DDoS
attack, highlighting the key components, stages, and the overall flow of the attack
and recommend ways though which the attack can be mitigated. (4 Marks)
Define malware and provide a comprehensive explanation, including relevant
examples, to illustrate its nature and potential impact on computer systems.
Additionally, outline and describe various countermeasures and best practices that
individuals or organizations can employ to protect against malware threats. .

(8 Marks)
Explain the concept of cross-site scripting (XSS) and its potential implications for
web application security. Furthermore, outline effective preventive measures and

best practices that can be implemented to mitigate the risk of XSS attacks

(4 Marks)
QUESTION THREE (20 Marks)
a) Define the following terms as used in cyber security (4 Marks)
i) Canonicalization
ii) Buffer overflow

b) Provide a detailed explanation of DDoS attacks, including their characteristics,

objectives, and the techniques used to execute them. Additionally, outline effective
strategies and countermeasures that organizations can employ to mitigate and
counteract DDoS attacks (10 Marks)
Using a diagram, illustrate and describe the process of the three-way handshake in
TCP/IP communication. Explain the purpose and sequence of each step involved in
establishing a connection between a client and a server (6 Marks)
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QUESTION FOUR (20 Marks)

a)

b)

Outline and categorize various types of threats and attacks commonly encountered
in the realm of cybersecurity. Provide brief explanations and examples for each type,
highlighting their potential impact and associated risks (8 Marks)
Using a diagram, illustrate and explain the workings of a Smurf attack, highlighting
the key steps and components involved. Describe the purpose, impact, and
countermeasures that can be employed to mitigate the effects of such an attack

(8 Marks)
Differentiate between DNS poisoning and ARP poisoning, explaining their distinct

mechanisms, objectives, and potential impacts on network security (4 Marks)

QUESTION 5 (20 Marks)

a)

b)

Describe common types of social engineering attacks, providing examples and
explanations for each type. Discuss the techniques employed in these attacks and
the potential consequences they pose to individuals and organizations (10 Marks)

Define flooding as a type of network attack and describe a specific example where a
flooding attack can occur. Explain the methodology behind the attack, its impact on
network resources, and the potential consequences for the targeted system or
network (10 Marks)
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