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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEP/DEC 2025/2026 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RBCS 7412                    COURSE UNIT: COMPUTER AND SOCIETY
DATE: DECEMBER 1, 2025		     TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A:   Answer ALL questions in this section.
QUESTION ONE (30 MARKS)
(a) (i) Explain the key differences between data protection and data privacy. Give relevant examples for each 								(3 Marks)
(ii) Through a simple flow diagram, demonstrate how a company can implement both data protection and privacy policies in managing customer records 		(2 Marks)

(b) (i) Explain the importance of ethical considerations in software development  (2 Marks)
     (ii) Describe one ethical principle (e.g., beneficence, justice) and evaluate its role in responsible computing 								(2 Marks)
     (iii) Provide an example of how (ii) above, applies to the development of an Artificial Intellegence (AI) powered human resource hiring tool			(1 Mark)

(c) (i) A social media company collects user data without clear consent. Draft a user consent form (4–5 sentences) that aligns with data protection principles in laws such as the Computer Misuse and Cybercrimes Act (2018) 				(4 Marks)
     (ii) Explain how your consent form (i) above, addresses the user privacy concerns (4 Marks)

(d) (i) Analyze the impact of AI tools (e.g., ChatGPT, plagiarism detectors) on university the students’ research project 							(2 Marks)
    (ii) Discuss one positive and one negative societal consequence of AI adoption, and identify one stakeholder group affected by each consequence 				(4 Marks)

(e) (i) Evaluate the effectiveness of content moderation strategies (e.g., fact-checking, automated filters) on social media platforms in combating misinformation 		(2 Marks)
     (ii) Recommend one specific strategy to improve content moderation (i) above, and justify its effectiveness based on user behavior or platform dynamics			(4 Marks)


SECTION B: Answer any Two questions.   Use short answers (30 Marks).
QUESTION TWO    (15 MARKS)
(a) Explain the concept of "Surveillance Capitalism" and how the business models of major tech companies perpetuate it 								(5 Marks)
(b) Discuss three potential societal harms that can arise from widespread data surveillance for targeted advertising 								(6 Marks)
(c)  Recommend two legislative or consumer-driven actions that could curb the excesses of surveillance capitalism 								(4 Marks)

QUESTION THREE (15 MARKS)
(a) Describe the key features of a "smart city." Use one concrete example to illustrate how Internet of Things (IoT) technology enables these features 			(4 Marks)
(b) Analyze the potential privacy and security risks for citizens living in a highly connected, data-driven urban environment 							(6 Marks)
 (c) Formulate a principle for "Privacy by Design" that city planners should adopt when implementing new smart city infrastructure 					(5 Marks)
QUESTION FOUR (15 MARKS)
(a) Define the term "Green Computing" and list two primary goals of sustainable IT practices 
 											   (2 Marks)

(b) The lifecycle of a smartphone involves significant environmental costs.
(i) Identify the stage in the lifecycle (extraction, manufacturing, usage, or disposal) that you believe has the largest environmental footprint and justify your choice  (5 Marks)
(ii) Propose a specific and innovative strategy that manufacturers could implement to mitigate the environmental impact at the stage you identified in (b)(i) above (3 Marks)
(c) Evaluate the role of consumer responsibility versus corporate responsibility in advancing the goals of Green Computing 							     (5 Marks)

QUESTION FOUR (15 MARKS)
(a) The rise of sophisticated Generative AI models like large language models has sparked significant debate about their societal impact

(i) Define "hallucination" in the context of a Generative AI model 		(2 Marks)

(ii) Analyze the potential consequences of AI hallucinations in two distinct professional
      domains (e.g., healthcare, journalism, legal research) 			(5 Marks)

(b) Open-source software (OSS) and proprietary software represent two contrasting development philosophies

(i) Compare the open-source and proprietary software models in terms of their approach to
     source code accessibility, modification, and distribution 			(4 Marks)

 (ii) Defend the viewpoint that the open-source model is more conducive to long-term 
software security and innovation than the proprietary model			(4 Marks)
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